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Different operating systems have various names for privileged
accounts—super-user, root, system manager—but these accounts
must always be jealously guarded against outsiders.

What if an outside hacker became privileged on our system?
For one thing, he could add new user accounts.

A hacker with super-user privileges would hold the computer
hostage. With the master key to our system, he could shut it
down whenever he wishes, and could make the system as unreli-
able as he wishes. He could read, write, or modify any informa-
tion in the computer. No user’s file would be protected from him
when he operates from this privileged high ground. The system
files, too, would be at his disposal—he could read electronic mail
before it’s delivered.

He could even modify the accounting files to erase his own
tracks.

The lecturer on galactic structure droned on about gravita-
tional waves. I was suddenly awake, aware of what was happen-
ing in our computer. I waited around for the question period,
asked one token question, then grabbed my bike and started up
the hill to Lawrence Berkeley Labs.

A super-user hacker. Someone breaks into our system, finds
the master keys, grants himself privileges, and becomes a super-
user hacker. Who? How? From where? And, mostly, why?

IT’S ONLY A QUARTER MILE FROM THE UNIVERSITY OF
California to Lawrence Berkeley Labs, but Cyclotron Road is
steep enough to make it a fifteen-minute bike ride. The old ten-
speed didn’t quite have a low enough gear, so my knees felt the
last few hundred feet. Our computer center’s nestled between
three particle accelerators: the 184-inch cyclotron, where Ernest
Lawrence first purified a milligram of fissionable uranium; the
Bevatron, where the anti-proton was discovered; and the Hilac,
the birthplace of a half-dozen new elements.

» Today, these accelerators are obsolete—their mega-electron
wolt energies long surpassed by giga-electron volt particle collid-
ers. They're no longer winning Nobel prizes, but physicists and
graduate students still wait six months for time on an accelerator
beamline. After all, our accelerators are fine for studying exotic
nuclear particles and searching out new forms of matter, with
esoteric names like quark-gluon plasmas or pion condensates.
And when the physicists aren’t using them, the beams are used
for biomedical research; including cancer therapy.

Back in the heyday of World War II's Manhattan project,
Lawrence’s cyclotron was the only way to measure the cross sec-
tions of nuclear reactions and uranium atoms. Naturally, the lab
was shrouded in secrecy; it served as the model for building
atomic bomb plants.

During the 1950s, Lawrence Berkeley Laboratory’s research
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remained classified, until Edward Teller formed the Lawrence
Livermore Laboratory an hour’s drive away. All the classified
work went to Livermore, while the unclassified science remained
in Berkeley.

Perhaps to spread confusion, both laboratories are named after
California’s first Nobel Laureate, both are centers for atomic
physics, and both are funded by the Atomic Energy Com-
mission’s offspring, the Department of Energy. That’s about the
end of the similarity.

I needed no security clearance to work in the Berkeley Lab—
there’s no classified research, not a military contract in sight.
Livermore, on the other hand, is a center for designing nuclear
bombs and Star Wars laser beams. Hardly the place for a long-
haired ex-hippie. While my Berkeley Lab survived on meager sci-
entific grants and unreliable university funding, Livermore
constantly expanded. Ever since Teller designed the H-bomb,
Livermore’s classified research has never been short of funds.

Berkeley no longer has huge military contracts, yet openness
has its rewards. As pure scientists, we're encouraged to research
any curious phenomena, and can always publish our results. Our
accelerators might be peashooters compared to the behemoths at
CERN in Switzerland, or Fermilab in Illinois; still, they generate
huge amounts of data, and we run some respectable computers
to analyze it. In fact, it’s a source of local pride to find physicists
recording their data at other accelerators, then visiting LBL to
analyze their results on our computers.

In raw number-crunching power, Livermore’s computers
dwarfed ours. They regularly bought the biggest, fastest, and
most expensive Crays. They need ‘em to figure out what happens
in the first few nanoseconds of a thermonuclear explosion.

Because of their classified research, most of Livermore’s com-
puters are isolated. Of course, they have some unclassified sys-
tems too, doing ordinary science. But for their secret work—well,
it’s not for ordinary mortal eyes. These classified computers have
no connections to the outside world.

It's just as impossible to import data into Livermore from the
outside. Someone designing nuclear bomb triggers using Liver-
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more’s classified computers has to visit the lab in person, bring-
ing his data in on magnetic tape. He can’t use the dozens of net-
works crossing the country, and can’t log in from home, to see
how his program is running. Since their computers are often the
first ones off the production line, Livermore usually has to write
their own operating systems, forming a bizarre software ecology,
unseen outside of their laboratory. Such are the costs of living in a
classified world.

While we didn’t have the number-crunching power of
Livermore, our computers were no slouches. Our Vax computers
were speedy, easy to use, and popular among physicists. We
didn’t have to invent our own operating systems, since we
bought Digital’s VMS operating system, and grabbed Unix from
campus. As an open lab, our computers could be networked any-
where, and we supported scientists from around the world.
When problems developed in the middle of the night, I just
dialed the LBL computer from my home—no need to bicycle into
work when a phone call might solve it.

But there I was, bicycling up to work, wondering if some
hacker was in our system. This just might explain some of my
accounting problems. If some outsider had picked the locks on
our Unix operating system and acquired super-user privileges,
he’d have the power to selectively erase the accounting records.
And, worse, he could use our network connections to attack
other computers. : R

I ducked my bike into a corner and jogged over to the cubicle
maze. By now it was well past five, and the ordinary folks were at
home. How could I tell if someone was hacking inside our sys-
tem? Well, we could just send an electronic mail message to the
suspicious account, saying something like, “Hey, are you the real
Joe Sventek?” Or we could disable Joe’s account, and see if our
troubles ended.

My thoughts about the hacker were sidetracked when I found
a note in my office: the Keck Observatory needed to know how
the quality of the telescope’s images degraded if they loosened
the specifications for the mirrors. This meant an evening of
model building, all inside the computer. I wasn't officially work-
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ing for them anymore, but blood’s thicker than water . . . by mid- But we weren't certain that someone was breaking into our
night, I'd plotted their graphs. stem. It might explain some of our accounting problems—

The next morning, I eagerly explained my suspicions about gfmeone learns the system manager’s password, connects to our
hacker to Dave Cleveland. “I'll bet you cookies to doughnuts i'gachine, creates a new account, and tampers with the accounting
a hacker.” stem. But why would someone use a new account if they

Dave sat back, closed his eyes, and whispered, “Yep, cooki ady had access to the system manager account?
o a” _Our boss never wanted to hear bad news, but we swallowed

His mental acrobatics were almost palpable. Dave managedrd and called a lunchtime meeting. We had no clear proof of a
his Unix system with a laid-back style. Since he competed for sdgcker, just circumstantial pointers, extrapolated from trivial
entists with the VMS systems, he had never screwed down thgtounting errors. If there was a break-in, we didn’t know how
security bolts on his system, figuring that the physicists would it extended, nor who was doing it. Roy Kerth blasted us.
object and take their business elsewhere. By trusting his users, he'hy are you wasting my time? You don’t know anything and
ran an open system and devoted his time to improving their soft haven’t proven a whit. Go back and find out. Show me
ware, instead of building locks. oof.”

Was someone betraying his trust? 50 how do you find a hacker? I figured it was simple: just

Marv Atchley was my new boss. Quiet and sensitive, Marv ragich for anyone using Sventek’s accounts, and try to trace their
a loose group that somehow managed to keep the computergnection.
running. Marv stood in contrast to our division head, Roy Kerthl spent Thursday watching people log into the computer. I
At fifty-five, Roy looked like Rodney Dangerfield as a colleggote a program to beep my terminal whenever someone con-
professor. He did physics in the grand style of Lawrenceted to the Unix computer. I couldn’t see what each user was
Laboratory, bouncing protons and anti-protons together, lookjnéiﬂg: but I could see their names. Every couple minutes my ter-
at the jetsam from these collisions. _Tﬂal beeped, and I'd see who had logged in. A few were friends,

Roy treated his students and staff much as his subatomic parﬁh'orfomers working on research papers or graduate students
cles: keep them in line, energize them, then shoot them into immowg&1g away on dissertations. Most accounts belonged to
able objects. His research demanded heavy number crunchingiNgers, and I wondered how I could tell which connection
since his lab generated millions of events each time the acceleratgBht be a hacker.
was turned on. Years of delays and excuses had soured him mAt 12:33 on Thursday afternoon, Sventek logged in. T felt a
computer professionals, so when I knocked on his door, I madeh of adrenaline and then a complete letdown when he disap-
sure we talked about relativistic physics and ignored computing. ared within a minute. Where was he? The only pointer left for

Now, Dave and I could guess Roy’s reaction to our problenf Was the identifier of his terminal: he had used terminal port
“Why the hell did you leave our doors wide open?”

Our boss’s reaction might be predictable, but how should weitting behind a computer terminal, fingers resting on his key-
react? Dave’s first thought was to disable the suspect account angrd, someone was connecting into our lab. My Unix computer
forget about it. I felt we ought to send a nasty-gram to whoeve® him the address of port tt23.
was breaking in, telling him to stay away or we’d call his parenuweur that’s a start. My problem was to figure out which physi-
After all, if someone was breaking in, it was bound to be somWires corresponded to the logical name tt23.
student from down on campus. ferminals from our laboratory and modems from dial-in tele-
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phones are all assigned “tt” labels, while network connections
show up as “nt.” I figured that the guy must be either from our
laboratory or dialing in on a phone line over a modem.

For a few seconds, I'd sensed a hesitant feeler into our com-
puter. Theoretically, it must be possible to trace the path from
computer to human. Someone must be at the far end of that con-
nection.

It would take six months to track that path, but my first step
was to trace the connection out of the building. I suspected a dial-
in modem, connected from some telephone line, but it conceiv-
ably might be someone at the laboratory. Over the years, well
over five hundred terminals had been wired in, and only Paul
Murray kept track. With luck, our homegrown hardware connec-
tions were documented better than the home-brew accounting
software.

Paul’s a reclusive hardware technician who hides in thickets of
telephone wire. I found him behind a panel of electronics, con-
necting some particle detector to the lab-wide ethernet system.
Ethernets are electronic pipelines connecting hundreds of small
computers. A few miles of orange ethernet cable snaked through
our lab, and Paul knew every inch of it.

Cursing me for surprising him in the middle of soldering a
wire, he refused to give me any help until I proved that I had a
legitimate need to know. Aw, hell. Hardware technicians don’t
understand software problems, and software jockeys know noth-
ing about hardware.

Years of ham radio had taught me to solder, so Paul and I had
at least one common denominator. I picked up his spare solder-
ing iron and earned his grudging respect after a few minutes of
burning my fingers and squinting. Finally, he disentangled him-
self from the ethernet cables and showed me around the LBL
communications switchyard.

In this roomful of wires, the telephones, intercoms, radios, and
computers were all interconnected by a tangle of cables, wires,
optical fibers, and patch panels. The suspicious port tt23 entered
this room and a secondary computer switched it to one of a thou-
sand possible terminals. Anyone dialing into the lab would be

THE CUCKO0O'S EGG 21

randomly assigned to a Unix port. The next time I saw a suspi-
cious character, I'd have to run over to the switchyard and
unwind the connection by probing the switching computer. If he
disappeared before I disentangled the connection, well, tough.
And even if I did succeed, I'd only be able to point to a pair of
wires entering the laboratory. I'd still be a long way from the
hacker.

By lucky accident, though, the noontime connection had left
some footprints behind. Paul had been collecting statistics on
how many people used the switchyard. By chance he had
recorded the port numbers of each connection for the past month.
Since I knew the time when Sventek was active on port tt23, we
could figure out where he came from. The printout of the statis-
tics showed a one-minute 1200-baud connection had taken place
at 12:33.

1200 baud, huh? That says something. The baud rate measures
the speed that data flows through a line. And 1200 baud means
120 characters per second-—a few pages of text every minute.

Dial-up modems over telephone lines run at 1200 baud. Any
lab employee here on the hill would run at high speed: 9600 or
19,200 baud. Only someone calling through a modem would let
their data dribble out a 1200-baud soda straw. And the
anonymity and convenience of these dial-in lines are most invit-
ing to strangers. So pieces were beginning to fit together. 1
couldn’t prove that we had a hacker in the system, but someone
dialed into our lab and used Sventek’s account.

Still, the 1200-baud connection was hardly proof that a hacker
entered our system. An incomplete trace, especially one that went
no farther than my building, would never convince my boss that
something was up, something weird. I needed to find incontro-
vertible evidence of a hacker. But how?

Roy Kerth had shown me the high-energy particle detectors
attached to the Bevatron: they find jillions of subatomic interac-
tions, and 99.99 percent are explainable by the laws of physics.
Spending your time exploring each particle trail will lead you to
conclude that all the particles obey known physics, and there’s
nothing left to discover. Alternatively, you could throw away all
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the explainable interactions, and only worry about those that
don’t quite satisfy the canonical rules.

Astronomers, distant cousins of high-energy physicists, work
along similar lines. Most stars are boring. Advances come from
studying the weirdies—the quasars, the pulsars, the gravitational
lenses—that don’t seem to fit into the models that you've grown
up with. Knowing cratering statistics on the planet Mercury tells
you how often the planet was bombarded in the early solar sys-
tem. But study the few craters intersected by scarps and ridges
and you'll learn how the planet shrank as it cooled during its first
billion years. Collect raw data and throw away the expected.
What remains challenges your theories.

Well, let’s apply this way of thinking to watching someone visit-
ing my computer. I've got a terminal on my desk, and can borrow a
couple others. Suppose I just watched the traffic coming into the
computer center. There’s about five hundred lines entering the sys-
tem. Most of these lines run at 9600 baud, or around one hundred
fifty words per second. If half the lines are used at any time, I'd
have to read well over ten thousand pages every minute. Right. No
way could I monitor that kind of traffic on my terminal.

But the high-speed lines come from people at LBL. We’d
already traced one suspicious connection to a 1200-baud line.
There are fewer of them (we can’t afford too many incoming
phone lines), and they’re slower. Fifty lines at 1200 baud might
generate a hundred pages a minute, still far too fast to watch on
the screen of my terminal. I might not be able to watch fifty peo-
ple running at once, but maybe I could print out all their interac-
tive sessions, and read the piles of paper at my leisure. A paper
printout would provide hard proof of someone messing around;
if we found nothing suspicious, we could drop the whole project.

I'd record everything that happened during each 1200-baud
connection. This would be technically challenging—since I didn’t
know which line the hacker was calling, I'd have to monitor four
dozen. More worrisome was the ethical problem of monitoring
our communications. Did we have the right to watch the traffic
running through our lines?

My sweetheart, Martha, was just finishing law school. Over a
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deep-dish pizza, we talked about the implications of someone
breaking into a computer. I wondered how much trouble I'd be in
by listening to incoming traffic.

“Look,” she mumbled, burning the roof of her mouth on the
vulcanized mozzarella. “You're not the government, so you don't
need a search warrant. The worst it would be is invasion of pri-
vacy. And people dialing up a computer probably have no right
to insist that the system’s owner not look over their shoulder. So I
don’t see why you can’t.”

So with a clear conscience, I started building a monitoring sys-
tem. We had fifty 1200-baud lines, and a hacker might be using
any of them. I had no equipment designed to record the traffic.

But there’s an easy way to record a hacker’s activity. Modify
the Unix operating system so that whenever a suspicious person
logged in, the system records all the keystrokes. This was tempt-
ing because I only had to add some lines of code to the Unix dae-
mon software.

The daemons themselves are just programs that copy data
from the outside world into the operating system—the eyes and
ears of Unix. (The ancient Greek daemons were inferior divini-
ties, midway between gods and men. In that sense, my daemons
are midway between the god-like operating system and the
world of terminals and disks.)

I could split the daemon’s output like a T5joint in a pipe, so the
hacker’s keystrokes would simultaneously go to both the operat-
ing system and a printer. Software solutions are simple and ele-
gant.

“Muck with the daemons at your own risk,” Dave Cleveland
said. “Just respect their timing needs.”

Wayne also warned me, “Look, if you goof up, you'll break the
system for sure. It will turn the system into molasses, and there’s
no way you'll follow everything that happens. Just wait till you
see the system console print out ‘Panic kernel mode interrupt'—
don’t come crying on my shoulder!”

Dave chipped in, “Hey, if your hacker has any Unix experi-
ence, he’s bound to notice a change in the daemons.”

That convinced me. A sharp systems person would notice that
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we’d changed the operating system. The moment the hacker
knew someone was watching him, he’d trash our databases and
scram. Our wiretaps had to be completely undetectable, even to
an omnipotent super-user. Silent, invisible monitors to trap the
hacker’s activity.

Maybe just tape recording the telephone lines would work, but
tape recorders didn’t feel right, too much of a kludge. We'd have
to play them back, and couldn’t watch the keystrokes until long
after a hacker had disconnected. Finally, where would I find fifty
tape recorders?

About the only other place to watch our traffic was in between
the modems and the computers. The modems converted the
tones of a telephone into electronic pulses, palatable to our com-
puters and the daemons in their operating systems. These
modem lines appeared as flat, twenty-five conductor wires,
snaking underneath the switchyard'’s false floor. A printer or per-
sonal computer could be wired to each of these lines, recording
every keystroke that came through.

Akludge? Yes. Workable? Maybe.

All we’d need are fifty teletypes, printers, and portable com-
puters. The first few were easy to get—just ask at the lab’s sup-
plies desk. Dave, Wayne, and the rest of the systems group
grudgingly lent their portable terminals. By late Friday afternoon,
we’d hooked up a dozen monitors down in the switchyard. The
other thirty or forty monitors would show up after the laboratory
was deserted. I walked from office to office, liberating personal
computers from secretaries’ desks. There’d be hell to pay on
Monday, but it's easier to give an apology than get permission.

Strewn with four dozen obsolete teletypes and portable termi-
nals, the floor looked like a computer engineer’s nightmare. 1
slept in the middle, nursing the printers and computers. Each
was gfabbing data from a different line, and whenever someone
dialed our system, I'd wake up to the chatter of typing. Every
half hour, one of the monitors would run out of paper or disk
space, so I'd have to roll over and reload.

Saturday morning, Roy Kerth shook me awake. “Well, where's
your hacker?”
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Still in my sleeping bag, I must have smelled like a goat. I
blinked stupidly and mumbled something about looking at the
fifty piles of paper.

He snorted, “Well, before you start poking around those print-
outs, return those printers. You’ve been running around here like
a maniac swiping equipment used by people who are getting
work done. You've pissed off a dozen astronomers. Are you get-
ting work done? No. Whaddya think this place is, your own per-
sonal sandbox?”

Bleary-eyed, I dragged each printer back to its rightful owner.
The first forty-nine showed nothing interesting. From the fiftieth
trailed eighty feet of printout. During the night, someone had
sneaked in through a hole in the operating system.
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1 COULDN'T STAND THE STERILE, FLUORESCENT LIGHTED
halls of the lab anymore, SO I went outside to look at the
anoramic view of the Bay Area below me. The Berkeley campus
lay directly beneath my laboratory. Once the home of the free
speech movement and antiwar protests, the campus is still
known for its wild politics and ethnic diversity. If I were a little
closer, 1 could probably hear the Young Republicans baiting the:
Socialist Workers, while the Chinese Club looked on in amaze-

ment.

Smoky coffe
gard grad students
nearby ice cream
punks in black leathe

bookstores.

From the front of the lab,
pleasant streets of north Oaklan
an old bungalow with an assortment of zany 10

, was San Francisco—Oz.

the bay, shrouded in fog
Three years ago, Martha had moved here to stu
tagged along. She’d been worth crossing the country for. She v

a damned good hiking partner and caver. I
fell thirty feet inside a cave; she came to the rescue, 12
down to where I lay incapacitated by a bad sprain and utter

uation. My injuries healed, thanks to her chicken soup; my ah®

he campus, where hag-
fueled by espresso. At
girls mingled with

ehouses crowded next to t
scribbled their theses,

shops, giggling sorority
r and spiked hair. Best of al

¢ south, to the

1 could look farthe
There 1 shared

d, where we lived.

|—Berkeley's

ommates. ACIOSS
dy law and

first met her
PP‘?_ g
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tion for the smart-aleck ki
. d i
T who climbed rocks so fearlessly
N .
didn(’)twwv;rlf1 int/edbtogether. She actually enjoyed studying law. Sh
obsessed with0 a-i-; Eog 10 G 1950 alnlezpliae ShF-'.waes3
pome bruised b 1K1 _0, fa ]a(panese martial art, and often cam
e et au; grinning. 'She cooked, gardened, pieced uﬂtse
S 1}1’, n I.nade stained-glass windows. For all 0u1fl :
) (o) artha ab '
spec;llatmg oo might be beh; C(l)1i1tt the Alabama break-in,
“So there’s technocrati " sh ;
new?” ¢ vandals,” she said. “What else is
“That’s news in itself. T ici
. Technicia i ;
to cc;ntrol information and commurr:isc::;)i‘c:vn}}’FJl ;’:alf;fedlble ]
4 h ? , i 1d.
A (())tl‘:;r:thasvoem:la?dy St al‘g’ays had control over information
ays tried to steal it. Read Machi L As
tecll\lllnolt(})lgy changes, sneakiness finds new expressicflr(::l”a S
L e e e e Claudia b
v in;l 8 plaining about her fifth graders. Life in Berkele wf
onjez » }:; te; ; roommate or two. Claudia was ours, and a ye::lfsu—
i mUSiC. an(; v;zlas iejne;fous and cheerful, eager to share I{)er 1§Zt
e e & er kitchen gadgets with us. S i
il;;ael t\1/-1ohmst eking out a living by Playinsg. irllletv‘\:)az am pr}(l)fes-
. Cl:u ;is; and a chalzlnber music trio, and giving lessonsytolli'c(l) i
) was seldom still or i i
B reen | . quiet. In her few
h een jobs, she simultaneously cooked meals, talk I:ilomems
b ;f:e;iand played with her dog. Aalkeclonithe
drj}t‘i 1 hcs);ened, but soon her voice became like the back:
. fmg }?t ;})Darakeet while I worried about how malicioué
- e. While I
be's up to? le I'm at home, how do I know what
Claudia knew
- how to take m i
B e o video Pl y mind off the hacker: she
e , Plan 9 from Outer Space—ali Y (et dod
,.Sa::srs drag vampires from graves el
dnesday, '
) Omi(asc?;telmbe'r 17, was a drizzly Berkeley day. As the
o Op;l e without a car, Martha and I had to bicycle
] my way into the lab, I visited the switch-

i
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yard, to check for any visits by the hacker. Water dripped off my
ging the ink on the paper.

sopping hair onto the printout, smud
Sometime during the night, someone had connected to our
methodically tried to log into the Unix-4 com-

puter. First they tried to Jog into the Guest account, using the
password #Guest.” Then they tried the Visitor account, with
password nisitor”; then accounts Root, System, Manager,
Service, and Sysop- After a couple of minutes, the attacker left.

Could this be a different hacker? This guy didn’t even try valid
accounts like gventek or Stoll. He simply tried obvious account
names and simple passwords. I wondered how often such an
attack might succeed.

Not often—with six-letter passwords a hacker had a better
chance of winning the lottery than randomly guessing a particu-
Jar password. Since the computer hangs up after a few log-in fail-
ures, the attacker would need all night to try even a few hundred
possible passwords. No, a hacker couldn’t magically enter my
system. He’d need to know at Jeast one password.

By 12:29, most of my clothes had dried off, though my sneak=
ers still squished. 1 was part way into a soggy bagel, and most of
the way through an astronomy article about physics of the icy
satellites of Jupiter. My terminal beeped. Trouble in the switch=
yard. A quick (though squeaky) trot do
watch the hacker connect into our system as
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computer, and

Sventek.

Again the adrena
Ron Vivier. Ron started
Decwriter, which now tappe

The hacker wasted no time. He issue
the active users and any background jobs running.
up Kermit.

Named after the Muppet hero,
guage for connecting computers toge
of Columbia University needed to send
ferent computers. Ins

hange files be

programs, he created a single standard to exc
any systems. Kermit's become the Esperanto of computers.

Absentmindedly chewing on a

d out the hacker’s commands.
d commands to show @

wn the hallway let me

line rush: I called Tymnet and quickly found
the trace, and 1 huddled over the

He then fired:

Kermit is the universal lane
ther. In 1980, Frank da Cruz
data to a number of difs
tead of writing five different, incompat® ¢

bagel, I watched as the hacké

T
HE CUCKOO'S EGG 55

used Kermit to tra
nsfer a short A
program into our Uni
nix computer.

’ 7

the following program:

echo -n “WELCOME

echo -n "PLEASE LOI‘;OILHEOL\!?/E SRR
echo -n “LOGIN:”

re;d account__name

echo -n “EN

(stty -echo; T\ER LUt

read password; \

stty echo; \

echo” ”; \

echo Saccount_
echo “SORRY, TR?,;“GE:A?,IF’SSWOI'd 72/ tmp/epub

Yikes! Now here w
\ as a strange pr ! Thi
installed i program! This pro
in our computer, would prompt a user topentgeragl when
T his name

and password. An ordi
t i Inary user 3
on his screen: o who ran this program would see

WELCOME T0 THE LBL

UNIX-
PLEASE LOGIN NOW gt CQMETER
Login:

5
a].

I'|; me, Af i
na ter he typed his name, the system responds:

1
ENTER YOUR PASSWORD:

the y type in his password. Th
ME LT ’ . e Pro:
: cky user’s name and password into a ﬁlg teﬁrsa;neﬂJ::rStaShes

SORRY, TRY AGAIN

0 disappears.

g they’ i i
L, mya‘; i;rulsstyped their passwords, most people will
- - By then, their password will already have
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Four thousand
diers snuck in, hidd

Deliver a gift tha
your security. Sharpened over the millenni
works against everyone except the truly paranoid.
The hacker’s Trojan horse program collected passwords. Our
visitor wanted our passwnrds badly enough to risk getting
be detected.

caught installing a program that was bound to
Was this program a Trojan horse? Maybe I should call it a

mockingbird: a false program that sounded like the real thing. 1
didn’t have time 0 figure out the difference~withh1 aminute, he
was bound to install his program in the systems ared, and start it
running. What should 1 do? To disable it would show him that 1
was watching him. Yet doing nothing would give him a new
password every time someone logged in.
But legitimate super-users have power too. Before the hacker
could run his program, { changed one line in it, making it look.
like he’d made a trivial error. Then I diddled a couple system
parameters to slow down the system. Slow enough that the
hacker would need ten minutes t0 rebuild his program- Enough
d to this new attack.

time to let us respon
I shouted down the hall for Guru Dave.

mWhat do you feed a Trojan horse?”

Dave came running. We shifted the co
and prepared a fodder of bogus accounts

But our panic wasn’'t necessary. The h
horse, but didn’t install it properly. Dave in
had been placed in the wrong directory. His Troj
be happy in standard AT&T
fields of Berkeley Unix.

Dave grinned. “1 won't say,
someone who's never been to
the West Coast would use Berkeley sty
hacker’s still using AT&T Unix.”

Dave descended from his tower a
sThe spelling of his commands is different from Berkeley Un®

But so is the very feel of the program. Kinda like how y©

years ago, the city of Troy fell when Greek sol-

en inside the Trojan horse. .
t looks attractive, yet steals the very key to
ia, this technique still

mputer into high speed;
and false passwords.

acker rebuilt his Trojant
stantly realized that it
an horse would

1 told you 80,

California. Every
le commands,

Unix, but couldn’t cavort in the

 but we're watchin
Unix jockey o8
yet YO
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words like ‘colour’ .
a ,
| ence as well” nd ‘defence,” but you can feel the style diffe
T-

DSaC:IWhat’s the difference?” I asked
e snhee " ;
keyboard red, “The hacker used the
] yboar data. Anv civili errrasael Al
command.” For Daze V.l leed programmer would use th o get
, civili o Gaey?
All others were uncouth1Vl ized computers spoke Berkeley Urije)t
The hacker didn’ - .
- t realize thi .
Trojan horse i i s. Confident th , .
pro]cess, anze ﬁ,n th; right pasture, he ran it asa tahs d put his
traced the ha flfe off. Before he disconnected, Ro ;C.kisround
Oakland, Califo " through Tymnet’s n efWori< an dlYIEI had
on our Cc;urt ordrma, tEIePhOne line. The dust ha/d n’? mto an
The hacker h. e;, lso we couldn’t start the phone t yet settled
r had left, but his Troj race.
ning as a back rojan horse stayed behi
passwords, for ir(}il;gdb task: As Dave predi Ctec{ m cillllmd’ run-
enced during 1 . een installed in a PlaCe - e(I:tEd no
hacker rea f’; Oi’ in. Sure enough, twenty m]_nutWaSnt refer-
must havegzears- ' Searf:hed for a collection of pa es later, the
I/Look Davn lSappomted to fmd h_is programph SZWO'I‘dSI and
”Right’ Shozl:ihe poor guy needs your help,” I sa?d failed.
how to write a Tro";;v r? lrs1€nd him some electronic mail 'telli i
“He's got the b; si O'r S}ﬁi program that works?” Dave nglhcllm
CS 11g. t—imitati 4 replied.
ng for the us 1 atlng our log-in
‘mation. All hs rname and password, then storjﬁ t}fequeﬂC§, ask-
Wayne st needs is a few lessons in Berkele 8U 2 St’?len infor-
o eXPeCt"Ol;fled Py to watch the hacker ﬂounid,ern’}j:
: > There’s i .
© it easier O;e tSh]ust -too many varieties of Unix VKTZVTa‘f do
S operating syst ose 1ne.pt hackers, and give the.m D’f .tlme
ystem. It might not be easier to hack, but lflltal °
g at least

standardized. 10
. TTM! ” s
o bocrver. CO.” Intuitively obvious to the most

Vayne had a i
. Ii:)(())(}:l) ezgtl'lt' The hacker’s Trojan horse attack h.
e Omg system wasn’t exactly what he .
o Sin;flene use.d the same version of the S;Vnélls
e sec,urlty hole would let hackers int 1e
, there’s a multitude of operating syste?n?s%
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DEC’s VMS, BM’s TSO, vM, DOS,
This variety of software meant that
inst all systems. Just like
idemic from Wiping outa
good thing:
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Berkeley Unix, AT&T Unix,
even Macintoshes and Ataris.
no single attack could succeed aga
genetic diversity, which prevents an €p
whole species at once, diversity in software isa
Dave and Wayne continued bickering as they left the switch-
yard. I hung around a few more minutes, reloading paper. At 1:30
.M., the hacker reappeared; I was still adjusting the printer when

he started typing.

This second session
or password
am and tested

was prc-:dictable. Our visitor looked at his
isted his Trojan

special file f
s, It didn't work.

horse Progr
Apparently,
frustrated, he

But even though

managed to trace him, aga
traced Tymnet's connections, appare
cate him from

gency that might extri
when 1 called. 1f we could only get the phone company o con=

tinue the trace, W€ could wrap up everything in a couple days.

Dave felt he could exclude anyone coming from the West
ton suspected a hacker from Alabama.

Coast. Chuck in Annis
Tymnet's traces pointed to Oakland.
Me? 1 didn’t know.

Dave Cleveland f
erased the file and logged off ina couple minutes.

he'd been on for only a few minutes, Tymnet
in into Oakland. Ron Vivier, who'd
ntly welcomed any emer-
meeting, so he jumped

OUR TYMNET TRACES REACH
O ED INTO OA
g mei:n Iz;ni ic1)<f ]af:k London, Ed Meese, aIfl]:iACI;\eI:?t;j(;lr VAI'U-
S m— Te'eh 1;1;1te fror.n t.he Berkeley campus lede SE
i——— ;r, with its sublime art-deco archi A
= T. few blocks away, in the basem brfie
e egc,1 t}I‘Ilmnet rents space for fifty dialu B
B o it e hacker from our lab into t}I{)imOdems.
o ks I:ybllocal telephone company’s t'urnS s
Tymnet's modems to az uirrl;uns Pl S C(;m '
g modems oan halfked, windowless buildin ’;;tmg
o I li;ee ouses an electronic switch tg-hanjf’
:'5 .met T 1s1 Itlgsarea code 415 with the prefix 430e
From somew. . |
E mys’:;rsil the': backer had dialed 415/430-29
T Frandz CVISI];()r led to Pac Bell’s ESS-5 swit: 0}(1) e
. eot say, Lee Cheng’s office overi : ki
e treet. Lee is Pac Bell’s bloodl(iO i
e Cr? rr:(.elephone pole, he traces phone li;)und;
B iecion - 1:11010gy, and his graduate work oy
B oo ni n cau.sation. But eight years fls -
R ofan e.ngmeer’s view of the pho s
: society. To him, communitIi)es Z:ecso T;
pli

a codes e
I XChangeS
and ;
borhoods, , trunk lines, as well as precinct:
cts




CLIFF STOLL

70

tired of this after re
research proposals, a
the nuclear cross sec
Breaking into computers sure

the wisdom of the ages.
Getting into our two Unix systems h

cious foe. He'd tried hurdling the moat
Unix-8 computer, but failed—Dave had sea
Frustrated at this, he printed a list of remote cO
from our site.
Nothing secret there,
tronic addresses for thirty

pers, several boring

ading a few scientific pa
measure

nd a detailed description of how to
tion of some beryllium jsotope. Yawn.
wasn’t the key to power, fame, and

adn’t satisfied my vora-
around our secured
led off that machine.
mputers available

just the names, phone numbers, and elec-

Berkeley computers.

y\g;[‘llr-llezHE FlULL MOON, I EXPECTED MORE HACKING AND
fh t on sleeping under the desk. The hacker didn’t show
: a :\trlelanmg, but Martha did. Around seven, she biked u brir:l 4
u;gd ﬂ::rm’os of minestrone and some quilting to keep rflle oc H
E % . er::1 s no shortcut to hand stitching a quilt. Each trian Clu-
ail‘dare, an pajlralleliogram must be cut to size, ironed assemblg ;'/
froms:}:\éréctrc; ;ts ?ﬁlg}dﬂjors. Up close, it’s hard to teil the pieiesl
s. The design becomes visible onl
. ft

are discarded, and you stitch the pieces toge’che}:raHemr mthme Al
like understanding this hacker. . st

Ar .
Showol?;l;it 111111‘3:1(:;1; }ﬁa\tﬁ up my watch. If the hacker wanted to

, the printers would catch hi

2 ch him an g
; ::, rslflxt dily, the h_acker turned up once. I missed h}i’xayref
b E P are lunch Yv1th Martha just off campus. It was V:II(: the'r-'
iy ef:t corner, a jazz band played 1930s tunes s
" b}r(:) singer belted out some '30s ditty, “Everybody 1
b, ”,I,.h utt my baby loves nobody but me.” iy
I at’s absurd,” Martha said b .
lyze i . s ’ :
i_;rfd.f the”Smger must be his own baby.’? i el
r%uhk? It sounded fine to me.
- Look. ‘Everybody’ includ
B udes my baby. Since ‘Everyb

by, thef,l my baby loves herself. Right?” i i
i ut, }tfﬁah. I tried to follow.
B e 4

n he says, ‘My baby loves nobody but me.” So my
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who must love herself, cannot love anyone else. Therefore,

baby,
be me.”

my baby must
She explained it twice before 1 understood. The singer had

never learned elementary logic. Neither had L.
By the time [ returned from lunch, the hacker was long gone,

Jeaving his trail on a paper printout.
For once, he didn’t become super-user. Yes, in his paranoid
way, he checked for systems people and monitoring processes,
put he didn’t sneak through the hole in the operating system.
Instead, he went fishing OVer the Milnet.
A single isolated computer, out of communication with the
world, is immune to attack. But a hermit computer has limited
value; it can’t keep up with what's happening around it.

Computers are of the greatest use when they interact with peo-
ple, mechanisms, a ters. Networks let people

nd other compu
share data, programs, and electronic mail.
What's on a computer netw

ork? What
say to each other? Most personal computers satisfy the needs of
d don’t need to ta

their owners, an Ik to other systems. For word

processing, accounting spreadsheets, and games, you really don’t
need any other computers. But hook up a modem to your com-
puter, and your telephone will report the latest from the stock
market, news wires, and rumor mills. Connecting to another
computer gives youa powerful way to tune in the latest news.
Our networks form neighborhoods, each with a sense of com-
munity. The high-energy physics networks transfer lots of data
about subatomic particles, research proposals, as well as gossip.
about who's pushing for a Nobel prize. Unclassified military net=
works probably pass along orders for shoes, requests for fundingy

and rumors of who's jockeying for
I'll bet there are classified networks,
orders and top secret gossip like who'

commander.
These electronic communities are bo
cols. Simple networks,

their communications proto
lest ways to co

bulletin boards, use the simp
with a personal computer and a telephone can link int

do computers have to

unded by the limits

base commander. Somewhere;
to exchange secret military”
s sleeping with the base

of

like publi€
mmunicate. AnyC
0 th ".

I
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Advanced network: i
s require leased teleph i
s : phone lines and dedi
. "I[)'h esesij}llr}l’tgrc?rén;ctmg hundreds or thousands of C0:1’C\?)t1€13::i
0 sical differences set boundari |
e undaries between
| etwost themselves are linked together b t o
] puters, which pass reformatted messages b DG =t
= ges between different net-
| g )
Like E in’ i
5 ere’s only a certain
ttached ; puberMolicon
Farhere’S ,a l}vfjt you ne}xller quite reach the edge of the netr:rl;eis
ays another computer d -
] own the line.
youll make a complete circuit and wind up b yentuaty,
started. Most network i piback JiERiyou
no one knows wh Snal‘; S0/cRIPHCated anchintenfiouen that
ere all their connectio
have to explore to find their way around T
QOur lab’s computers -
connect to a dozen
B e of - computer netw
. l;)ﬂ dti};en; are local, like the ethernet that ti§s compute:k's.
Communjtygt 1? aBlab 2ext door. Other nets reach to an ex’cencl:d1
: the Bay Area Research Net li
Californi ) o2 : et links a dozen n
o :kc;riu: unlve%'sm.es. Finally, the national and internatioflrtlhem
B e ou1: scientists connect to computers around th e
But the premier network is the Internet e
In the mi .
intérsiaten}?idlivg\;sos, the Federal government started building the
i ublig ay SYSte.n}, a twentieth-century marvel of go k
:"rtatign If-Works politics. With memories of wartime tlz =
,:Itersme Ss ;)rtages, military leaders made certain that a?hs :
. To}(;s er? coulc.1 handle tanks, military convoys, and tr ;
th. ay, few think of interstate highways a e s
' _Ough they’re just as capable of e B e
Wh')’ L sending tanks across the
Nith the ..
Beveloping asiznhiz reliso@ﬂg, the Department of Defense began
e ork to link military computers together. In 1§69
. eVOlvanc'ed Research Projects Agency’s (DARPA,
R ved into the Arpanet and then i )
lectronic A e into the Internet:
B e wonld, g a hundred-thousand com-
e world of i
o SCZEnputmg, the Internet is at least as successful
ystem. Both have been overwhelmed by their

i
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beyond what their design-
ers dreamed. Each omplaints of traffic jams,
inadequate routes, shortsighted plarming, and inadequate main-
tenance. Yet even these complaints reflect the phenomenal popu-

an uncertain experiment only a few years ago.

larity of what was

At first, DARPA’s network was simply a testbed to prove that

computers could be linked together. Since it was Seen as an unreli-
ories used it, and main-

able experiment, universities and laborat
stream military people ignored it. After eight years, only a few
hundred computers connected into the Arpanet, but gradually, oth-
ors were attracted by the network’s reliability and simplicity. By
1985 the network directory listed tens of thousands of computers;
today, there must be over one hundred thousand. Taking a census
of networked computers would be like counting the cities and
towns reachable from the interstate system—it's hard to name
many places which can’t be reached via some convoluted route.
The network’s growing pains have been reflected in name
changes. The first Arpanet was a backbone connecting random
university, military, and defense contractor computers. As mili-
tary people grew to depend on the network for carrying mes-

sages and mail, they
portion, the Milnet, and a research

But there’s not much difference
and gateways let traff
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and every day carry traffic far

SUCCess,
regularly inspires ¢

section, the Arpanet.

demic nets,
any Arpanet user can connec
much as an invitation. Together,
dred other networks make up the Internet.
There are thousands of universi
computers connected through
city, each has a unique address;
tered at the Network Informatio
California. Any one computer m
people using it, s0 individuals as we
in the NIC. _
The NIC's computers provide a directory: just connect 0 e

e, and it'll tell you where they're loca_i.

NIC and ask for someon
They don’t have much luck keeping their database u

the Arpanet, Milnet, and ah

3

n Center (NIC) in Menlo Pa

ay have dozens
11 as computers are regis

decided to split the network into a military

between the military and aca-
ic flow between them. Indeed,

t to any Milnet computer without §0

ty, commercial, and military
the Internet. Like buildings ina
most of these addresses are I€ g5

or hundreds
tered

p to dat
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| (com
puter people change jobs often), b
‘ , but th i
gocl))d p.hone directory of computer p)eople B ot o000
uring my lunch break, the hacker ducked into the NIC. Our

printer quietly saved the sessi
| 2L i At ion as he searched the NIC for the

1

9
LBL> telnet NIC.ARPA The h
teinet NIL.ARMA ke
e e hacker asks for the Network Information Center
Connected to 10.0.0.51.
Escape character is ““J'.
DDN Network Information Center

| For user and host informati
tion, type: WHOIS <carri
: : 3 ia
:For NIC information, type: NIC <carriage return> e
+-
@ whois wsmr He searches for WSMR

White Sands Missile Range ~ WSMR-NET-GW

i ssi NET-GW.ARM

m,:e gangs mfssﬂe R WSMR.TRAPS.ARMY.WLlL 12962'750'74

Wh!te Sands M!55!|e Range  WSMR-AIMS.ARMY.MIL 128.43.99.2

R - Ml e WSHILARMTE 0 AR 26,4441
ite Sands Missile Range ~ WSMR-NELARMYMIL 128'::'141']3

twxSMR? White Sands Missile Range. With two commands and
§ Astt_',r seconds, he found five computers at White Sands
r .
_ : s;in;frinogl Sunslfot, New Mexico, as one of the finest
golar_ s. Clear skies and great telescope
3 : ‘ s mak
gtt;fr ;suc;latlon of Sacramento Peak, a fewphundrefi urlr)ﬁ{(e)r
fon Whi;qgerc(liue. T}}:e only road to the observatory runz
ands, where the Army t i i
i i y tests their guided mis-
e ;e“»:(}:esn I was studying the solar corona, an observing
e unspot, past the desolation of White Sands. The
’t{? s and guardhouses discourage onlookers; if the'
4 rydyou, the electric fences will , =
ear: '
sateuiz:;ncs)rs that tI_\e Army was designing rockets to shoot
- Seemed like an SDI/Star Wars project, but civil-

tronomers can onl
by ] uess. M :
10Ut White Sands than IY dfigd_ s. Maybe this hacker knew more
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No doubt, though, that the hacker wanted to know more about
White Sands. He spent ten minutes trying to 10§ into each of their
computers, connecting to them OVer the Internet.

The printer recorded his steps:

LBL> telnet WSMR-NET-GW.ARMY.M\L Connect to a White Sands
Trying . . computer
Connected to WSMR-NET-GW.ARMY.MlL

4.2 BSD UNIX
Welcome to White Sands
login: guest

Password: guest

Invalid password, try again
login: visitor

Password: visitor

lnvalid password, try again
login: root

Password: root

tnvalid password, try again
login: system

Password: managev
{nvalid password, disconnecting after 4 tries

Missile Range
Try the guest account

Guesses a password
But no luck
Try another likely account name

No luck
He tries yet another account

still no luck
And a fourth try

For each computer, he tried to log in as guest, visitor, root, and

system. We saw him failing, time after time, as
passwords. Perhaps those

Between their electric fences and passwords,

hacker could enter. Someone
doors.

With a snicker, 1 showed his attempts to the boss, Roy Kerth. )
“Since he didn’t get

«Well, what do we do about it?” 1 asked.
into White Sands, should we tell them?”

“Hell, yes, we'll tell them,” Roy responded. #1f someone trie8
rorm. 11 call the COPSS

to break into my neighbor’s house, 1 tell

too.
1 asked what cops were in charge of the Internet.

r”

he tried to guess:
accounts were valid; the hacker
couldn’t enter them because he didn’t know the right passwords.

[ smiled at the printout. No doubt, the hacker wanted to get

into White Sands. But they didn’t fool around with security:
neither tourist nor

at White Sands had locked their

B
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//Damned 1f I knOW ”
’ ROy Said I/B .
here out: y . “But here’s ou :
L ;u;ignyone t.hat s attacked, we tell them. I d;nlioimy, .from
n’t get in, you call them on the phone and t:f t1}f1 the
em.

Remember, keep thi
| , keep this out of el Vel :
cops are.” ectronic mail. And find out who the

| “Yessir.” ‘

It t
ook only one phone call to find out that the FBI
wasn't

policing the Internet. “Look, ki .
mllhon dollars?// Z ld’ dld you lose more than a half

“Uh, no.”
g o

Any classified information?”
”Uh, nO.” i

“Then go away, kid.”
e g y, kid.” Another attempt at rousing the feds had
Maybe the Network Information C
e . enter would kn
E; ncey Ftil;glrerne;(.) Ihcalled Menlo Park and eventuall())rwfov:ilg
i soft.ware Ie;r, the Iﬁt{emet wasn’t just a collection of
" th.e was a lllvmg creature, a brain with neurons
i woﬂd, into which ten thousand computer
e — aery our. Nancy was fatalistic: “It’s a minia-
| = round us. Sooner or later, 16’1
going to try to kill it.” e
It seemed that there were no n
e etwork police. Si
o dass(i)fvive ;a;fti tzszzfense. Data Networkp—isn’t all(r)lx(/::edﬂ’:z
B et b; £ 1(()' y paid much attention to its security.
e i u}lgITto fhe Air Force Office of Special
i e s . ey’re the narcs of the Air Forc
urders. Not exactly white-collar crime, but Tt

hurt to talk to them. I
. I m 7
ot my bailiwick.” sorry I can’t help you, but it’s really
|

N .

Three

_ phone calls later, I'm i

e g in a conference call with i

b hnst).l of the AFOSI and Major Steve Rld e
Chrc?mmumcations Agency. S

is
- Stt}rfarinifesme nervous—he sounded like a narc. “Let
ght. Some hacker broke into your computer. then

'to an Arm
2 y computer in Al "
te Sands Missile Range?” abama, and is now going for
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rve seen.” 1 didn’t want to explain
“Our traces aren’t complete
Virginia, or maybe

“Yes, that's about what we
the Unix Gnu-Emacs security hole.
yet; he might be from California, Alabama,
New Jersey.”

#Oh . . . you're not shut
bastard.” He was ahead of me.

# And if we close him out, he'll just enter the Internet through

gsome other hole.”

ting him out 5O that you can catch the

Steve Rudd, on the other hand, wanted the hacker nailed. “We
Even without classified information, the

can’t let this continue.
Milnet's integrity demands that spies be kept out.”

Spies? My ears pricked up.
The narc spoke next. “1 don’t suppose the FBI has lifted a finger.”
1 summarized our five calls to the FBI in one word.

Almost apologetically, Jim Christy told me, “The FBI isn't
required to investigate every crime. Probably they look at one in
like kidnapping or bank

five. Computer crimes aren’t easy—not

robbery, where
them for shying away from a tough case with no clear solution.”
K, so the FBI won't

Steve pressed Jim. “O
about AFOSI?”

Jim answered slowly,
investigators. We usually hear about computer crime:

a loss. This is the first one that we've come across in progress.”

Steve cut in, “Tim, you
between you and an FBI agent is your jurisdiction. Doesn't
fall in your court?”

“Tt does. It's a strange
the phone, 1 could almost hear Jim think. “
right. I can’t tell if this is a serious problem 0
it's well worth investigating.”

Jim continued, "Look, Cliff. Each agency
resources are finite s0 we're
That's why the FBI asked you about
ing to get the most bang

gets stolen, it's a different story. National

to dollars.”

there’s witnesses and ob

vious losses. Don’t blame

do anything. How

mWe're the Air Force computer crime
s only after

've a special agent. The only difference

case that falls in several courts.” Over
We're interested, @

¢ a red herring, b4

i

has thresholds. © il
forced to choose what we investigate
the dollar Joss—they re 1008

for their effort. Now i classified stil
security doesn’t @qHE
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Steve inter i
rupted, “But unclassified information can al
also

equate to national securi
curity. Th .
enforcement people.” y. The problem is convincing law

. 152(1) V}Zhaf’ll you do?” T asked.
ght now, there’s really
i lxsingKthe mil.itary - etworlzls ?f;or:l‘lglgll‘g‘;ca:; i(])n If this hacker’s
OrI};-1 hieisi ;nformed a.nd we’ll sharpen our stingfe;;n” gy
L an% e elr:;m}r?mg AFQOSI, I sent Jim a COpy.of mv lo
P s Izon of t e.hack(.er’s printouts. bt
Viilnet, What I Ca‘lllel;lsatlon, Jlm Christy explained about th
Defense Data Netvsoﬂt(he Milnet, Jim knew as the unclassifieg
. “The Departm , run by the Defense Communications
g A % en’F of Defense runs the Milnet for all
y, Navy, Air Force, and Marines. That wél}’a e;hl(i
' , eac

gervice has equal access t
(6] the networ ’ o
B cvery branch on thenet.” k, and you'll find comput-

:i;) }/vhy is Steve Rudd in the Air Force?”
¢’s really a purple-suiter—he works for all three branch
ches.

Naturally, when he smell
’ ed
investigators.” a problem, he called the Air Force

, Q;ldby(tn; work full time on computer crime?”

u betcha. We’ ; ‘
| “Then wh aCWe’ re watching ten thousand Air Force computers.”
ok y 1an t you wrap up this case in a snap?” S

e s 1" ’ .

R it ’ ach other’s toes. Yi ; ]
wWorries that you'll be bust 5, ot (Gt [t
. ed e 4 no
‘Force base.” by the OSI—our bailiwick is the Air
b g:ﬁlﬁ(:ks always belong to someone else
B ow, m . :

B orotec tl;iih I:l; i ::)m}?l;med about bailiwicks, I realized

n rights: our ¢ ituti i
from ] ' onstitution pre

R . hgg}f:lb}:;ng ?.round civilian affairs. Jim EadV;I:lttStLhiz
—sometimes these ri
ith law enf, e rights actually do i
. 11orc‘en}ent. For the first time, I realizec;, th0 lnterf-e -~
" " a thmlt what police can do SEaGe]
L OPS. /d .

8. Another ff:‘i,gotfen the boss’s instructions to call Whit
fDonald, 2 civi mlnut.es on the phone, and I reached Ch;..e

ian working for the missile range ‘ E
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1 outlined the case—Unix, Tymnet, Oakland, Milnet, Anniston,

AFOSI, FBL
Chris interrupted, “Did you say Anniston?”
nYes, the hacker was super-user at Anniston Army Depot. It's

a little place in Alabama, I think.”
#] know Annistorn, all right. They're our sister Army base.
After we test our missiles, we ship ‘em off to Anniston,” Chris
said. “And their computers come from White Sands as well.”

1 wondered if this was just coincidence. Perhaps the hacker
had read data in the Anniston computers, and realized that the
good stuff came from White Sands. Maybe the hacker was sam-
pling every site where the Army stored missiles.

Or maybe the hacker had a list of computers with security
holes. “Say, Chris, do you have Gnu-Emacs on your com-
puters?”

Chris didn’t know, but he’'d ask around. But to exploit that
hole, the hacker had to log in first. And the hacker had failed,
after trying four times on each of five computers.

White Sands kept their doors locked by forcing everyone on their
computers to use long passwords, and to change them every four
months. A technician wasn'tallowed to choose her own password—
the computer assigned unguessable passwords, like “agnitfom” of

“nietoayx.” Every account had a password,

guessed.

1 didn't like the White Sands system. [ couldn’t remembet!

computer-generated passwords, so I'd write them in my wallet of
next to my terminal. Much better to allow people to choose theif
own passwords. Sure, some people would pick guessable pa
words, like their names. But at least they wouldn't comy
about having to memorize some NONSense word like “tremvo
and they wouldn’t write them down.

But the hacker got into my system and was rebuffed at
Sands. Maybe random passwords, obnoxious and dissonant, as
more secure. 1 don’t know.

1d followed the boss's orders. The FBI didn't car
but the Air Force sleuths were on the case. And I'd notified
Sands that someone was frying to break in. Satisfied, 1 74

K

¢ about US

Jiit

and none could be:
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Martha at a ve i
getarian pizza stand. O
. . Over sli i
sp1£1\a/c1}11 a;;d pesto, I described the day’s eveniilces e
y .
, Natasha, we have accomplished mission one.”

Vonderful, Boris, vhat a victory. Boris

»» . s
one? . vhat is mission

“We v '
e have mad o
e rendezvous vi
1

Natasha.” ith ze secret air force police
a a ha ’

“Yes, Boris?”
/IV
e have issi
' . alerted ze missile base to z
intelligence efforts.” i i
“Yes, Boris?”
“ And
o Bwe‘ have ordered ze secret spy pizza.”
”Pu {Bersiven do we catch ze spy?” .
atience, Natasha. Zat is mission two.”

It wasn’t until we started i
e walking home that we got to the seri-
“This thing i i :

B rted soutu;g ;S l%;t%ng V}:elrder and weirder,” Martha said. “It
; , y, chasing some local i
you're talking to these military people who VP;rankst'er, and now
nc’Is?sfe O(fl humor. Cliff, they’re not your type ﬁar L0

e : :
- eficizrll igerz}lsef stuffily. “This is a harmless and possibl
L proj o keep them busy. After all, this is whalt:)'dfs1 o
2 ey're

supposed to be doing—keeping the bad guys out.”

. W at . ”Y ;
: g ) ’ hat about i
t are n; t H 11

i ) alk t
! : : ; m, ut hO deepl are you get

~ “Eve
”I/rryn Ztep rtnakes perfect sense from my point of vi
a s . view,” 1
. haCk)sr e iin?rlllager trying to protect my computer. If
A oﬂ,l ave to chase him. To ignore the basta'lrd
er systems. Yes, I’ i
S . . Yes, I'm cooperati i
- police, but that doesn’t mean I a b o
iy pprove of everything
Xes, but you i
i said-};DOha(\)ze to decide how you want to live your life,”
you want to spend your time being a cop?” ’

“A cop?

Acop? No, I'm a

n astronomer. B P

o destroy our work.” . But here’s someone threaten-




BY THE END OF SEPTEMBER, THE HACKER WAS APPEAR-

ing every other day. Often, he’'d pop up
around, and disappear in a few minutes.
trace, and hardly worth getting excited about.
I was tense and 2 little guilty. 10

to sneak in some extra hacker watching.
The only way 1 could keep followin
guising my offorts as real work. I'd muc

graphics to satisfy the astronomer
the network connections t0 satisfy my own curiosity:

network software actually needed my attention,
just tinkering to learn how it worked. 1 ¢
centers ostensibly to clear up network pr
talk to them, I'd cautiously bring up the sub
else had hacker problems?
Dan Kolkowitz at Stan
hackers in his computer.
Berkeley, but that was an a
notes on the phone, and wonde
rodent gnawing at our systems.
Since I'd started watching my monitors,
interloper trying to get onto my computer.
one would dial info the system and try to log on

ford University was qu
He was an hour’s drive away

[l-day bicycle ride. So we comp

his periscope, look
Not enough time to:

ften passed up dinner at home

g the hacker was by diss
k around with computet
s and physicists, then fool with'
Some of out
but usually ['was
alled other compuies
oblems. But when 1€
ject of hackers—whe

ite aware 0

Ol

red if we were watching the sa

I'd seen an occasion
Every few days,-s :
as systeits
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guest. These inevitabl .
] y failed, i3
Dan had it much worse so I didn’t bother following them
g W ooy '
ery kid in Sili
Stanford,” Dan m ., ilicon Valley tries to b :
student account oined' They find out passwords to lrea'k' e
annoyance, b tS’ then waste computing and conn et
, DU g . b i
Ctanford’s goi something we’ll have to tolerat Sranmetn
ey going to run a reasonably open syst ”e so long as
A re(: ﬁm:'tl;ought about clamping dowfpfm'
y tighten up securi )
Dan said. “P ty would make eve .
fthe files rezglij want to share information, sort};::ene LabapRy)
B orce the e to everyone on their computer. T}): gk iogt
R m to change their passwords. Y - They complain
their data be private.” s. Yet they demand that

People paid mor :
; e attent ; .
heir data. ion to locking their cars than securing

One hacker in i
particular anno
yed Dan. “Bad enou
gh that he

‘found a hole in Stanford’

3 rd’s Unix s

Reall ystem. But

; ci.wrirrl'te (t);l the phone. He talked for two houf'Ie ot
pawing through my systems files.” s, at the same time

“Did you trace him?”

I .
’

Stanford police and th.
: e phone co
and they couldn't trace it.” mpany. He was on for two
ought of Lee Chen .
¥ g at Pacific Bell. H ,
- to ;I‘?CE clear across the country. And Te needed just ten min-
_Wor in less than a minute ymnet unwound their
- We compared the two h '
1l ” Q ackers. “M ’
ing,” I said. “ ] . y guy's not w i
Just scanning files and using my neh;zillimg —
connec-

“Precisel
: y what I see. I cha
an watch what he’s doing.” nged my operating system so that I

¥y monitor; 1
. t; evx;:; :BIII\I/I) PC’s, not modified software, but th
I ‘; . O . . ! e

gz:tem e you see him stealing password files
~ 468, He uses the
¥ ; pseudonym of ‘Pfloyd’ 1

a‘:;li-le Cs1 cf)nly active late at night.” bt Al
adi .

ifference. I often watched my hacker at n A
oon. As 1
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Stanford was following different people. If any-
emed to prefer the name, “Hunter,”

several different account names he

thought about it,
thing, the Berkeley hacker se
though 1 knew him by the

stole.
Three days later, the headlines of the October 3 San Francisco

Examiner blared, “Computer Sleuths Hunt A Brilliant Hacker.”
Reporter John Markoff had sniffed out the Stanford story. On the
side, the newspaper mentioned that this hacker had also gotten
into the LBL computers. Could this be true?

The story described Dan’s snares and his inability to catch
Stanford’s Pfloyd hacker. But the reporter got the pseudonym
wrong—the newspaper reported “a crafty hacker using the name
‘Pink Floyd.””

Cursing whoever leaked the story, 1 P
up. Bruce Bauer of our lab’s police depar
if I'd seen the day’s paper.

#Yeah. What a disaster.

»Don’t be so sure,” Bruce sai

we're looking for.”
#But he’ll never show up, now th

there’s a hacker in our system.”
“Maybe. But he'll want to see if you shut him

puter. And he’s probably confident that if he

Stanford people, he can sneak past us as well.”
iryes, but we're nowhere near tracing him.”

"That's actually what
before we get the search warrant, b

until then.”
After he hung up, I wonder

Could it be the newspaper

interest?

The next day, doubtless thanks to Bruce
me to keep working on following the hacker,
edly said that my regular duties should take precedence.

That was my problem. Every time the
spend an hour figuring out what he did and how it related 0
other sessions. Then a few more hours calling p

repared to close things
tment called and asked

The hacker won’t show up again.”

4. “This may be just the break

at he knows that we know

out of the com-
can outwit the

I called about. It'll be a couple weeks
ut I’d like you to stay OPE

ed about his sudden interest
tory? Or had the FBI finally takenai

Bauer, Roy Kerth-t_ i
though he po i

hacker showed up: Id

cople, spreatit
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the bad jal 7
| ews. Then I'd record :
| the time I'd finished, the day WV: atrg:ppened in my logbook. By
| Ou; visitor was turning into a full-ltc)ime}]fortl;IuCh wasted. Following
n m i
| ret‘umegacjjzl kBr;lce Bauer’s intuition was right. The h
e IWe S te_r the grticle appeared. On Sun.da O acker
]em—sorn,et hu?; t;?)t(l)rlf mytﬁead against some astron(})’;nycrt,(:;l(;l.r
R e alarm wont off. orthogonal polynomials—when my
I ran down the hallw
ay and found hi .
old ac | im logged ,
B sotl;:t.l\;or twelve minutes, he used mflgcomm’ft S
e I{l]net. From there, he went to the AnI;, fr to con-
g i< . .re ‘ e had no trouble logging in as H B
e(gn ed his files and then disconnected s Hunt. He just
“T dMﬁzlse? t(}:l}-lud( McNatt from Anniston called
is weekend’ : i
hacker again.” nd’s accounting logs and found the
“Yes, he was on
. your system for a fi i
enough to see if anyone was watchin: ”e;‘/; mlr}utes. Just long
whole story. g y printouts told the
“T think I'd better clo
u , se my doors t im.” .
h’[’here s ’{00 much at risk here, and we doﬁ,thlm, Chuck said.
.___eadway in tracking him_” seem to be makmg
ﬂﬁlan'tl }'01(11 stay open a bit longer?”
1 s already been a month, and -
files ” 4 Il i i g
" '\.NcthCk knew the dangers. m afraid of him erasing my
“1 l(e;xi,)\? I?’.liuit be sure that you really eliminate him.”
" -I'll change all the passwords and check ‘
il oe operating system.” eck for any holes
' Oh well. Others didn't qui
. ' n’t quite have th i
to this hacker. Or was it f(:roliShness'.f 2 PRGENGE 9 Femein epen

Ten days later,
N , the hacker re
Just as he was trying Anniston, appearcdSLgehity theiswitchyard

LBL> Telnet ANAD.ARPA
&Jr}nectinq to 26.1.2.22

elcome to Anni
i H_mo nniston Army Depot
password: jaeger
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Bad login. Try again.
login: Bin
password: jabber
Welcome to Anniston Army Depot. |

Tiger Teams Beware!
Watch out for any unknown users
Challenge all strangers using this computer

Chuck had disabled the Hunt account, but hadn’t changed the

password on the system account, Bin.
The greeting message warned the hacker that someone had

noticed him. He quickly checked his Gnu-Emacs files, and found
they had been erased. He looked around the Anniston system and
found one file that had been created July 3. A file that gave him
super-user privileges. It was hidden in the public directory
/ust/lib. Anarea that anyone could write into. He'd named the file,
# 4", The same name he used to hide his files on our LBL system.

But he didn’t execute that program. Instead he logged off the
Anniston system and disconnected from LBL.

Chuck hadn’t noticed this special file. On the phone, he said he'd
changed every user’s passw0rd—-a11 two hundred. But he hadn’t
changed any of the system passwords like Bin, since he assumed he:
was the only one who knew them. He'd thought that he'd thor=
oughly eradicated any dangerous files, but he'd missed a few.

That .4 file at Anniston was a useful benchmark. The hacket
had laid this egg on July 3, yet remembered exactly where he'd

hidden it three months later.
He didn’t guess Of hunt aroun

straight for it. :
After three months, I can’t remember where 1 stash a file. A%

least not without a notebook.
This hacker must be keeping track of what he’s done.
I glanced at my OWIRt logbook. Somewhere, someone wWas keep

inga mirror-image notebook. _
Akidona weekend lark doesn’t keep detailed notes. A colleg
joker won't patiently wait three months before checking

e watching a deliberate, methodical @ paci

prank. No, we wer
from someone who knew exactly what he was doing.

d for the d file. No, he went

EVEN THOUGH YO
U HAVE TO
ardhous COAST SLO
glciwn the fég%l;llcérn reach thirty miles an houzw‘t;Y = THE
aled anyway: it’ . .uesday evening I was in no h y pedaling
A y: it’s a kicker to feel the wind. A mi urry, but ped-
ar?rr}l\ ezvous at the Berkeley Bowl . A mile downhill, then
e old bowli )
P ket the C‘l’l‘glmg alley was now a huge fruit and
B cile4 of ma apest place for kiwis and guavas. Y }’egetable
ngoes—even in the fish section Ne.xt izra round, it
) pyramid

of watermelons, I saw Ma
: m b rtha knocki
for the filling to our Halloween pie e

7 e]] B 3 g f' I 1] h g g g

- l iﬂ I E : I 1]1 CI A I L P I ]1 7

one fresh big one fo
r the pi .
packs, we biked home. pie. After stuffing them in our back-

| Three blocks fro

7 m the fruit

ard, there’s market, at the corner of

's changedacfour-way stop. With a can of spra g
0p th one stop sign to read, “St y paint, some-
p the NSA.” , “Stop the CIA.” Another,

tha grinned I f
. I felt uneas
kpack. I didn’ y, and pretended t i
‘At home slh(:1 ttorsleeéli another reminder of Berkele; paoci]'ESt =
T 4 se umpki 1tics.
0X. “Wh p : p pkins to me, and I )
at you're missing is a flag,” she said St;uas’:viithfll? 11n .
g g the last

e low and inside, “some sort of
of pennant for chasing hackers.”
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T had a bit left over from my cos-
e unrolled a shirt-sized ban-
ter. Underneath, it said,

She ducked into a closet.
tume, so 1 stitched this together.” Sh
ner, with a snake coiled around a compu
“Don’t Tread on Me.”

In the weeks before Halloween,
make costumes. I'd made a pope’s outfit, complete with miter,
scepter and chalice. Martha, of course, kept her costume hid-

den—you can’t be too careful when your roommate Uuses the

same sewing machine.
Next day, I hoisted my

both of us sewed furiously to

hacker-hunter flag just above the four
monitors that watched the incoming Tymnet lines. I'd bought a
cheap Radio Shack telephone dialer, and connected it to an
expensive but obsolete logic analyzer. Together, these waited
patiently for the hacker to type in his pas
called my telephone.

Naturally, the flag fell down and
as the hacker showed up.
and cloth, just in time to see

The hacker apparen
jaeger, hunter and benso
single new password, Iblhack.

Well, at least he and T agreed on wh

He picked the same password for

there were four different people involved, they'd e
separate account and passw
accounts were changed.

[ had to be following
enough to return over and over to my com
to hide a poisono
it three months later. And peculiar

He chose his own passwords.

searched the Berkeley phone boo
maybe 1 ought to try Stanford. I stopped by the library.

Morley, our forty-five-year-old document-meister, plays

and tumble Scrabble. Posted on her door is a list of all legal
letter Scrabble words. To get in, you have to ask her one. “K
‘e fresh in my mind,” she says.

the hacker change his passwords.

at he was doing.

puter. Patient eno

sword, and then silently

’ . 1 Jaeger, the famous orni A .
got caught in the printer, just Bd. Gets its name fornlthologlst, for instance—but it’s a type of
rom the German word meaning hunter.” i

I quickly unsnarled the shreds of paper

tly didn't like his old passwut)rds'—hedgeg1

full beaks. T .
n, He replaced them, one by one, with a hey harass weaker birds until they drop their prey.’
ey.”

phone book.”

b ~ “Well, wh
four different accounts, If at else can I do for you?”
ach have a

ord. But here in one session, all four

e .
\hedges, jaeger, hunter and benson?”

n ‘German. And

a single person. Someone persistent nd smokers know Benson and Hedges.”
3 Won on a triple-

us file in the Anniston Army base and returnitd 1ple-word score.

in aiming at military targets.

#blhack” was obvious. T'd

k for Jaegers and Bensons;

A : n p

el . e e O
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“ N
Bog,” I said.

Yz
You may enter.”

“I need a Stanford teleph: ” '
evil;lyont? indSilicon Valley Ea;r; l;:(:)gkér cfrs;:gi;, ;I’r:n looking for
aggie didn’ n.”
- ogges folfrli :1 have to search the card catalog. “Y.
- | 0 Alto and San Jose. So £ M oupnesc
eltier. It 1}1 take a week or so to order ‘em ,,rry, but we don’t have
week wi / . )

“Jaeger. Aoiindt Slow' things down, at the rate I was goin
“Worth sixteen o’_ that'’s been kind to me,” Maggieg smjgf d f
B ded ona tri fl’ 111“5; but I once won a game with it, when th e’ : |

A T IP e- et.ter score. Turned into seventy-fi,ve oint: e”I
Pt kn/ow na;eed it because it’s the hacker’s passwopd =

es were legal in Scrabble.” rd. Hey, I

“Jaeger’s n
g ot a name. Well, maybe it's a name—Ellsworth

glu}lc Dld you Say, IIunter .”
€s. | t]llg l)ll(is “Iai I)a(]gel ()”]e[ l:)][ds ‘/\]]th
aegeI'S are hun i i

HO i ‘ty &
| { ou nswere m u t() . (<] e

. .

el 7 ' y
g

- Omigod—
g my hacker smokes Benson and Hedges. Maggie had
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| “Sure.” I glanced at my notes. “The distribution function of
quarks isn’t quantized over the proton. Happy?”

“Be serious, Cliff. What did the physicists say about comput-
ing?”

“Not much. They know they need us, but don’t want to pay.”

“Same as the Air Force,” Sandy smiled. “Ijust got off the phone
with one Jim Christy of their Office of Special Investigations.”

“Hey, isn’t he the narc with the military spooks?”

“Be serious. He’s a detective working for the Air Force,
please.”

“OK, he’s an all-American good guy. So what did he say?”

“He says the same thing as our physicists. They can’t support
us, but they don’t want us to go away.”

. I'D FINISHED “Did he make any progress with the Virginia phone company?”

1 WAS ALL SET ON HALLOWE_EN }\r/lgim:tl}:(;arty would be a “Naw. He called around, and they won’t budge without a

'g costume, even the miter. lonig Martha’s fantastic Virginia search warrant. He checked out the Virginia state law,
- Poi:a with a dozen lunatics, followed by Ma

gas: p& ion into San Francisco’s Castro dis- and the h.alck(?r $ committing no cr}me tlllere. et
pumpkin pie, and an excurst “Breaking into our computer isn’t a crime?” I couldn’t believe it.
trict. the lab. The physicists “Breaking into a California computer isn’t a crime in Virginia.”

t

fi dodge my bosses a : :.

But fu‘st_I ; Eﬁ,tzn theg computer center, refusn}g t?rﬁ);zau

s i ensive.

wi;iiegs. Sil;porting central computing was esxgau e

ia ts figured that they could buy their own § =
i n .

avoid he oveshsd f PV BTN nin e

managers, Sandy 2 o

e ‘Of 0’1‘4\;0\.1 cangkﬁtch a thousand ch}ckens to y;:jepdeli‘f
Oﬂ‘e;";lrss‘: Central computing is expensive becaus

One ' ] .

hardware. ‘ T

resrrﬂts'lr;?;te them, Sandy sent me to write a’ fewhi’ ;)y =

grar?q.f wyou're a scientist, If you can't make ‘em

i ir problems.” : o
115t53“ tlost;frl:; 1ihe- morning sitting n the back row of a P
o

rk function of
- - ned on about the qua .
| seminar. A professor o how each proton has three quarks:

e tended to take notes
I Svasn’t tired enough to sleep, O I pre

inki hacker.
i thinking about the .
| Returning from the semin

thing.

“Idon’t suppose the Air Force can lean on the FBI to get a war-
rant?”
. “Nope. But they want us to keep monitoring, at least until the
Air Force decides it’s a dead end.” I
. “Did they cough up any dimes?” My time was funded through
the grants of astronomers and physicists. They weren’t pleased to
watch me spend their money chasing some ghost.
“No bucks, nothing but an unofficial request. When I asked for

Support, Jim gave me the bailiwick story.”

"Sandy wasn't going to give in. “It’s been two months since we
started, and nobody’s listened to us. Let’s stay open for another

, then call it quits.”

By five o’clock, I was ready for the Halloween party. On my
out, I checked the floppy disks on the monitors. The printer
enly started up. There was the hacker. I glanced at the

17:43:11 PST.

0. Not now. I've got a party to go to. A costume party no less.

kEd if I'd learn any
ar, Sandy as a0t he choose any other fime?
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The hacker logged into the old Sventek account, and checked
who was on our system. Dave Cleveland was there, running
under the alias of Sam Rubarb, but the hacker couldn’t know.

He moved over to our accounting files, and collected the past
months’ files in one place. He scanned that long file, searching for
the word “Pink Floyd.”

Hmmmm. Interesting. He didn’t search for the word “Pfloyd,”
which was the Stanford hacker’s pseudonym. Rather, he

searched for the pseudonym that was reported in the newspaper.

My hacker wasn’t the same guy as gtanford’s. If he were, he

wouldn't have to search for “Pink Floyd”—he’d know when he

had been active.

In fact, my hacker wasn’t even in contac
two had met, or even written to each other,
know to search for “Pfloyd,” not “Pink Floyd.”

The hacker must have read the news. But it had been almost a
month since the article was published. Dave Cleveland must be
right: the hacker wasn't from the West Coast.

At 6 P.M., the hacker gave up searching our accounting logs.
Instead, he went through our computer onto the Milnet. From
there, he went straight for the Anniston army base in Alabama.
#Which hole will he sneak into this time?” 1 wondered.

+ with Stanford’s. If the
my hacker would

LBL> Telnet Anad.arpa
Welcome to Anniston Computer Center
Login: Hunter

Password: Jaeger

Incorrect login, try again.

Login: Bin

Password: Jabber

Incorrect login, try again.

Login: Bin

Password: Anadhack

Incorrect login, 3 tries and you're out.

Chuck McNatt had finally locked him out. By changing all !,:Q._

1VE

passwords, Chuck had nailed his door shut. He still might

holes in his system, but this hacker couldn’t exploit them.
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The hacker didn't gi
e give up. He reached over into the building
Some scientists at L
. awrence Berkeley Lab
h = y Lab worry ab
2 tﬁ: nel:ff\g{zcifﬁaer;t lgiomes. Most other physic?s?s f(;lotkhgw i
; , applied physics.” Protons a i
] . nd
Sa‘ﬁf }t:)erTlcciic')llars on your monthly heating bill i;l}? R R
u i .
T ;t bl?gkdemg:n group searches for new glasses that let
s he,a % koc the infra-red. They build new insulators t S
S dea s through walls. They’d just started anal i
o hn 1fhlmneys for thermal efficiency. TSRS
e hacker learned this becaus .
e he dumped al ir fi
after page of thermal emissivity data. MemI;s al:oll;[f%1 ;:’ ﬁ’:ei 5
int absorp-

tion in th i
. e ultraviolet. And a note saying, “Yo
Elxsi computer next week.” , “You can move to the

S

ing, and commanded my Uni
n
Elxsi system. y Unix computer to connect him to the

d y P .

LBL> Telnet Elxsi
Elxsi at LBL
login: root
password: root
incorrect password, tr i

: , try again.
login: quest ’
password: guest
incorrect password, tr i

: , try aqain.
login: uucp 2
password: uucp

WELCOME TO THE ELXS| COMPUTER AT LBL.

He ot int
e 50t nto the UUCP account. No password protection. Wide

Ope

I '- l P i t
. ..U_ UCP is the account for Unix to Unix copying en one Unix
wants to copy a file from another, it logs into the UUCP
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account and gets the file. People should never be able to connect
uld disable it

to this special account. The system manager sho

from human log-ins.
Worse, this Elxsi ha

privileges. It took the h

stumbled into a privileged account.
He didn’t lose any time. He edited the password file, and

added a new account, one with system manager privileges.

Named it Mark. “Keep it pland,” I thought.

But he didn’t know much about this computer. He spent an

hour dumping its files, and learned about designing energy effi-
cient buildings. Nothing about the computer itself.

So he wrote a program to time the Elxsi computer. A short C
program that measured its speed and reported its word length.

He needed three tries to get his program to work, but finally it

flew. He found the Elxsi to have thirty-two bit words, and he

measured it at about ten million instructions per second.
Eight-bit and sixteen-bit computers are diddlysquat machines;

the thirty-two-bit systems are the biggies. Thirty-two bits meant

a big machine, ten MIPS meant fast. He'd entered a super-

d its UUCP account set up with system
acker only a minute to realize that he’'d

minicomputer. O

mismanaged.
As I watched him walk through the FElxsi, I talked to Tymnet.

While the hacker tried to
Vivier searched out the needle that pointed where the hacke!
came from.
#No news. He’s coming in from O
that meant a phone trace.
“No use calling the phone comp
a Virginia search warrant:”

I hung up, disappointed.
fect for tracing him. 1 couldn’t shut him out of our system Wi

he was into computers I'd never even heard of. When he
signed off at 7:30, he'd pretty much mapped out our lab’s
computers. He might not be able to get into each o

knew where they were. 3
7.30. Damn, I'd forgotten the party. I ran down to my bike

akland again.” Ron kney

ne of the fastest in Berkeley. One of the most

understand the new computer, R_';l

any. They'll just tell me to geb

A long connection like this was pets

f them, bui‘
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| pedaled home. This hack ! i
1 was c.lestroying my life. Be?;;vlzi: fto:v;eIfIkllrllg S
a c;?f‘zal S‘ime in Martha’s book. o S e
. ot o y .was I late, but I'd shown u i
glizrlizdtf:tl:;ﬂﬂ thro'ugh 'the‘ kitchen door.pwvﬁgrzit::nz?;t:hrmn g
gloves,, Shudt; ei.’ Zttlred in a tailored dress, pillbox hat a'nd W(I:E:s
g pumpkine A;s she removed a dripping handful of seedz
B Char 11'ce and t1.1e Mad Hatter were serving the last
e 2 t}.ﬁS 'ule Chap‘hr.\ was dipping apples in caramel. In
e bsw1r of activity stood a small but fierce s rai
‘ attle gear, shouting orders. “You’ arf’mral
sar]r;llr'al ;gowled. “Where’s your costume?” e R
i .
- (1)9;] . ;n NI:ZE:/CI( c?f the closet, I found my white velvet robe
shoulders and a tasll?lji}x}:gl(;vc\lm&‘izzh afSheet 0 m};
sequi.ns, [ suddenly became . . . Pope Ccl)iffct(;i;Sgualon sy
lcjll.:jlzi tj}:; riuestil. }l:/.la.rtha’s friend Laurie, wgcs)t'ulszv:ﬁl; ifr((;l;:d
o dress, - 1,0 z;n iking boots, sidled up in a short black ¢ k'sz
g pearl necklace. “Come on i o
go ‘f/:])rth'imd bless the Castro.” R
o '
N rllacli ezir(l)r;:; (;hihMad Hatter’s car (Laurie rode her motorcy-
< e he 'br1dge‘ to Babylon. Halloween is Sz:’n
e L andethohday. Five blocks along Castro Street are
'Gstle o anc,l e olusar}ds of elaborately costumed revelers
R — , looking at. one another and at the dra
:. " kg.owns who lip-sync to Ethel Merman on thg
‘This year’s cogt?.ng1 Nt e
iy : es were incredible: a person dr
“ Caﬁl;c;)cf;‘;is);lzomplete with giant paper rgplicas of szsgia;sle:
i :;Ttl;res from outer space; and several rival
i — ; o'ught .off with her plastic sword. White-
o tmng ed with witches, kangaroos, and butterflies
L. three g edey-s;iop, an assortment of ghouls harmonizeci
I offered ben%dicl‘:il()cnieieft d righ
E . t an right—to demons
R wéii;d IIlleopards. Medieval knights knelt to meanfi\c?nf i
ustaches) rushed up to greet me. A tri(; of stuxl':;ys
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ink tutus and size-thirteen ballet shoes
essings.

cheerful fellows in p
bowed gracefully to receive my bl
Despite layoffs at the factories, rent payments due, drugs, and
AIDS, somehow San Francisco celebrated life.
Next Monday I showed up late, expecting to find a message
from the manager of the Elxsi computer. No such luck. I called
around the building design group, and talked with the physicist

in charge of the Elxsi computer.
“Noticed anything strange on your Elxsi?”
“No, we've only had it a month. Anything wrong?”

“Who set up your accounts?”

“T did. T just signed on as system manager,

“Do you run accounting?”

“No. I didn’t know you could.”

#Someone broke into your compu
account. He became system manager and added a new account.”

471l be damned. What's the UUCP account?”

Here’s the problem. This guy’s a
ers. He didn’t know about managing
didn't care.

This guy wasn't the probl

then added users.”

machine, it’s up to you to secure it. Just pl

manuals to find a paragraph

exists.

Right.

The same thing must
succeed through sophi
places, trying to enter throug
wizardry, let him through.

Well, he wasn't going to get
my adversary, I could easily lock him out in a way that wot
mystify him. 1 built a trapdoor into our Elxsi: whenever U
hacker touched the purloined accounts on that machine, it n
fied me and pretended to be too busy to accept another user.

Elxsi didn’t say, “Go away”;

ter through the UUCP

physicist, bored by comput-
his machine. Probably

em. Blxsi was. They sold their com-

puters with the security features disabled. After you buy their
ow through a dozen

saying how to modify the permis-
sions granted to the UUCP account. If you know that account

be happening all over. The hacker didn't
stication. Rather he poked at obvious,
h unlocked doors. Persistence,

into our Elxsi anymore. Knowing:

rather, it slowed down to @ craw
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:ﬁ;fr;fgs:e;he hacke.r showed up. The hacker wouldn’t realize
e iv on to h1m,. yet the Elxsi was protected against him.
phone,traces ‘f’reen :fgs;gegrewgter. Without search warrants, our
. Sure, w ¢
int.o our computer, but how much fiifavc\i/ee‘rfsfsys:vgj he' t}}:ped
uSI;IEj a dozen other computers to get onto the Milﬁet il
S rs ;.I;IUCh is for sure: I was now dedicated to catching this
; . The only way to snag this guy was to watch every mi
of the day. I had to be ready all the time—mnoon or midniyh =
That was the problem. Sure, I could sleep under m ge ti(
r.ely on my 'terminal to wake me up. But at the cost of ’Z’h ; .
tic tranquility: Martha wasn’t pleased at my office cam (e) tomes_
If only my computer would call me whenever tl:k)leuhs . k
appeared, then the rest of the time would be m enidbe
ez y own. Like a doc-
Of course. A pocket pager. I had a bank of personal comput
Iv;/latclz)lzlkgefor the ha’lcker to appear. I'd just program them trz)udei‘;
$2}6 Emont }Eager. I'd have to rent a pager, but it’d be worth the
It took an evening to write the programs—no big deal. F
now o’n, wherever I went, I'd know within secind ' f o
hacker’s arrival. I'd become an extension of my com o
It was him against me now. For real. 4 5
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There wasn’t much I could do. Hacker or not, I wasn’t about to
call Steve White on New Year’s morning. Anyway, I doubted that
the German Bundespost could do much about it on a holiday.
Most of all, I was ten miles from my laboratory.

1 felt caged in while the hacker had free run. If he wanted to
tweak my nose, he’d found the way. Just show up when 1
couldn’t do anything.

Well, I couldn’t do much beyond worry, SO 1 tried to sleep.
With Martha's arm around me, rest came easily. “C'mon,
sweetie,” she purred. “Give the hacker a holiday.” I sank into the
pillows. Hacker or not, we would celebrate the New Year. We
slept the rest of the morning. Around noon, we found our way
back home. Claudia greeted us with a violin sonata . . . she’'d
spent New Year’s Eve playing at some millionaire’s party.

Martha asked about her job. “You should have seen the
canapés!” Claudia answered. “We had to sit and stare at them for
hours before they finally saw us looking pathetic and brought us
some. They had a whole smoked salmon and caviar and straw-
berries dipped in chocolate and—"

Martha cut in, “I meant what music you played.”

“Oh, we played that Mozart sonata everyone likes that goes
diddle dum diddle da da da. Then they started making requests
for really icky things like ‘My Wild Irish Rose.’ I thought I'd get
sick but after all it was $125 for two hours and it was on the way
to my mom’s so I could drop the dog off there, and do some

shopping up at Santa Rosa—"

Martha snuck in a word about brunch. We were all in the
kitchen mixing waffle batter and making fruit salad when my
beeper sounded.

Damn. The hacker again. Martha cursed, but 1 hardly heard
her: I zipped over to my Macintosh and dialed the lab.

There was the hacker, all right, logged in as Sventek. It looked

Jike he was using the Milnet, but [ couldn’t be sure until I went t0°

the lab. Meanwhile, T'd better call Steve White at Tymnet.
No time—the hacker disappeared within a minute. He

playing New Year’s games. .
There wasn’t much to do but pick up the pieces. I scarfed
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down i
iy ;Zl:r j/:aff}els) and biked over to the lab. There, the hacker’s
celebration was saved on m i ’
: y printers. I scri
notes on the printouts, next to each of his compmands -

4.2 BSD UNIX (Ibl-ux4)

login: s
gin: sventek The hacker logs in as Sventek

Password: Iblhack
H and gi i
Last login: Mon Dec 29 13:31:43 :n tgt;‘:;s PSR e

4.2 BSD UNIX #20: Fri -08:
. ri Aug 22 20:08:16 PDT 1986

% telnet He's goi
e’s going out over the Milnet

telnet> open optimi
open optimis And into the Optimis Army Database

A
anPTI M I Snonnw

For user assistance, call 695-5772, (AV)225
Username: ANONYMOUS He logs in there as
i ' anonymous

word: GUEST And uses an obvious password
n/elcome to the Army OPTIMIS database
tin)::u use these dat.abases and they achieve a savings in
pIE.aszp:ntdon a p'ro;ect or money saved to the government or hoth
ple end a mail message outlining the details to ,
aj Gene LeClair, Chief, OPTIMIS

WELCOME TO
OPTIMIS
THE DATA BASE WAS LAST UPDATED
ON 861024 AT 102724
AND CONTAINS 3316 DOCUMENTS

This data base is an extr:
= ¢ act of AR 25-400-2, Modem Army R -
eeping System (MARKS) to help you identify inFurmat:;:llyFo:‘;:)I::q

Please enter a word or

EXIT. Looking for SDI dope
/ sdi

The word “sdi”

Found, was not But there’s none there.

Please enter a word or

EXIT.
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/ stealth

CLIFF STOLL

Any word on the Stealth bomber?

The word “stealth” was not ~ Nosuch luck

Found.

Please enter a word or

‘EXIT.

/ sac

Strategic Air Command?

The word “sac” was not Nope

Found.

Whee! The hacker had entered an Army database and

searched for secret Air Force projects. Even an

astronomer would

know better. He caught on quickly, though:

Please enter a word or 'EXIT.

/ nuclear
Thank you.

| have Found 29 document(s) containing the phrase ‘nuclear’.

ITEM# MARKS#  TITLE

1 20-IF

2 50a

50b

)

50d
50e
50F
509
50h
50i

O 00~ O\ Vb

10 50j

n 50k

12 50m
L5} 50n

14 50p

15 50q
50r

& G Inspections (Headquarters, Department
of the Army) ' .
Nuclear, chemical, and biological national
security affairs o
Nuclear, chemical and biological warfare
arms controls !
Nuclear and chemical strateqy h?rlmulatufn;n's
Nuclear and chemical politico-military affairs
Nuclear and chemical requitr;elments
i ahilities
Nuclear and chemical cap
Theater nuclear force structure developments
Nuclear and chemical warfare budget
Formulations l
Nuclear and chemical progress and statistical
reports ' .
Army nuclear, chemical, and biological
defense program
Nuclear and chemical cost analys'es =
Nuclear, chemical warfare, anr.l. b|o|.oq|ca 5
defense scientific and technical informa
Nuclear command and control
communications m_n gl
Chemical and nuclear demilitarizations
Chemical and nuclear plans

du
l lf:
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1/ 50-5a Nuclear accident/incident controls
18 50-5b Nuclear manpower allocations

19 50-5¢ Nuclear surety Files

20 50-5d Nuclear site restorations

21 50-5-1a Nuclear site upgrading files

22 50-115a Nuelear safety Files

23 55-355FRTd  Domestic shipment controls

24 200-1c Hazardous material management Files
25 385-11k Radiation incident cases

26 385-1Im Radioactive material licensing

2] 385-40c Radiation incident cases

28 700-65a International nuclear logistics Files
29 1125-2-300a Plant data

Well, I'd never come across such things. I'd always thought
that a theater was somewhere to watch movies, not a place to
develop nuclear forces. This hacker wasn’t playing games.

And he wasn't satisfied with the titles to these documents—he

dumped all twenty-nine over the line printer. Page after page
was filled with army double-talk like:

TITLE: Nuclear, chemical, and biological national security affairs
DESCRIPTION: Documents relating to domestic, Foreign, and military
police For the

application of atomic enerqy, utilization of nuclear and chemical
weapons, and

biological defense relating to national security and national level
crises management. Included are studies, actions, and directives
of and related to the ’

President, National Security Council, Assistant to the President
for National Security AFfairs, and interdepartmental groups and
committees addressing national security affairs regarding nuclear
and chemical warfare and

biological

defense.

There, my printer jammed. The old Decwriter had paid its
es for ten years, and now needed an adjustment with a sledge
mmer. Damn. Right where the hacker listed the Army’s plans
I nuclear bombs in the Central European theater, there was

VILy an ink blot.
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I didn’t know much about movie theaters in Central Europe,
so I gave Greg Fennel a call at the CIA. Amazingly, he answered
his phone on New Year's Day. .

“Hi, Greg—what brings you in on New Year's?

“You know, the world never sleeps.” .

“Hey, what do you know about movie houses in Central
Europe?” I asked, playing the fool.

“Qh, a bit. What's up?”

“Not much. The hacker just broke into some Army computer
at the Pentagon.” ‘ gy

“What's that got to do with movies? i '

“T dunno,” I said, “but he seemed especially interested in nuclear
force structure developments in Central European theaters. ‘

“You dunce! That’s Army tactical warfare plans. Jeez. How did
he get it?”

A His usual techniques. Guessed the password. to the Army
Optimis database in the Pentagon. It looks like a bibliography of
Army documents.”

“What else did he get?”

“T can’t tell. My printer jammed. But he searched for keywords
like ‘SDI,’ ‘Stealth,” and ‘SAC." ” e .

“Comic book stuff.” I wasn’t sure if Greg was joking or seri-
ous. He probably thought the same of me. : ‘

Comepto think of it, how did the spooks know if I was put‘flng
them on? For all they knew, I might be inventing everything,

learance, no badge,
Greg had no reason to trust me—I had no c :
notiven a trench coat. Unless they were spying behind my back;,

my credibility remained untested.

I had only one defense against this quicksand of distrust—the

facts.

But even if they believed me, they weren't l.ikely to do anyci
thing. Greg explained, “We can’t just send Teejay overseas an

7
bust down someone’s door, you know.

“But can’t you, well, sorta snoop around theI.'e and find c;u
who’s responsible for this?” I imagined spies in trench coats:

again.

Greg laughed. “That’s not how things work. Trust me—wWeIs
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working on it. And this latest news will add fuel to the fire.” So
much for the CIA. T just couldn’t tell if they were interested or not.

On January 2, I called the Alexandria FBI office and tried to
leave a message for Mike Gibbons. The duty agent who answered
the phone said in a dry voice, “Agent Gibbons is no longer work-
ing this case. We suggest you contact the Oakland office.”

Super. The only FBI agent that knows the difference between a
network and a nitwit has been pulled off the case. No explanation
given.

And just when we need the FBI. Wolfgang was still waiting for
a warrant from the U.S. Legal Attaché in Bonn. A week of wait-
ing, and it still hadn’t come through. Time to knock on another
door.

No doubt the National Security Agency would want to know
about leaks from a Pentagon computer. Zeke Hanson at Fort
Meade answered.

“Did the Army information go directly to Europe?” Zeke
asked.

“Yeah, though I don’t know exactly where,” I said. “Looks like
Germany.”

“Do you know which International Record Carrier they used?”
“Sorry, I don’t. But I can fish it out of my records if it’s that impor-
tant.” Why would NSA want to know who had carried this traffic?

Of course. NSA is rumored to tape-record every transatlantic
telephone conversation. Maybe they’d recorded this session.

But that’s impossible. How much information crosses the
Atlantic every day? Oh, say there’s ten satellites and a half-dozen
transatlantic cables. Each handles ten thousand telephone calls.

So the NSA would need several hundred thousand tape recorders
munning full time. And that’s just to listen to the phone traffic—
there are computer messages and television as well. Why, fishing

out my particular session would be nearly impossible, even with

Supercomputers to help. But there was an easy way to find out.

See if NSA could obtain the missing data.
- “The New Year’s Day sessions were interrupted by a paper

_'_m,” I'told Zeke, “so I'm missing an hour of the hacker’s work.
think you could recover it?”
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Zeke was cagey. “What's its importance?”

“Well, T can’t quite say, since I haven’t seen it. The session
started at 8:47 on New Year’s Day. Why don’t you see if someone
in Ft. Meade can find the rest of the traffic from this session?”

“Unlikely at best.”

The NSA was always willing to listen but clammed up tight
whenever I asked questions. Still, if they were doing their home-
work, they’d have to call me and see if our results were the same.
[ waited for someone to ask to see our printout. Nobody did.

' Come to think of it, two weeks ago, I'd asked Zeke Hanson at
the NSA to find out an electronic address. When I first traced a
line into Europe, I passed the address to Zeke. I wondered what

he’d done with it.
“Did you ever find out where that DNIC address comes

from?” I asked.

“Sorry, Cliff, that information is unavailable.” Zeke sounded
like one of those Magic-8 balls, the kind that say, “Reply hazy, ask
again later.”

Fortunately, Tymnet had already figured out the address . . . it

I only took Steve White a couple hours.
I Perhaps NSA has lots of electronics wizards and computer
geniuses, listening to the world’s communications. I wonder. Here,
I'd presented them with two fairly easy problems—find an address
and replay some traffic. Maybe they did, but they never told me a
whit. I suspect they do nothing, hiding behind a veil of secrecy.

Well, there was one more group to inform. The Air Force OSL

Jeast they could figure out whose computer was wide open.

a few heads.” I hoped he was joking.

our computers. The only competent FBI agent had been p
from the case. The spooks wouldn't say a thing, and NSA seemed

The Air Force narcs couldn’t do much about the hacker, but at

Jim Christy’s gravelly voice crackled over the phone lines: “50
it’s the Army Optimis system, huh? I'll make a few calls and bang

S0 1987 started on a sour note. The hacker still had the free run of

uninspired. If we didn’t make some headway soon, I'd give up 00

AROUN D NOON ON SUNDAY, JANUARY 4, MARTHA AND I
were stitching a quilt when my beeper sounded. I jumped for th
con'Tputer, checked that the hacker was around, then called St i
W}ute.. Within a minute, he’d started the trace. 4 L
I didn’t wait while Steve tracked the call. The hacker was
my computer, so I biked up to the lab and watched from the;)rl
A’mother twenty-minute race up the hill, but the hacker took h'e‘
time: he was still typing when I reached the switchyard i
lm211'1c'ilt‘a-l‘:::e}?thkthehp;imter, an inch-thick printout had‘ accumu-
ted. acker hadn’t been lazy today. The i
him masquerading behind Sventei’s nax?r,te. Aftfeipcllxjjcif: 0‘::‘5:
none of our system managers were around, he went back ?o tk?
Pentagon’s Optimis database. Not today: “You are not authori g
to log in today,” was the Army computer’s reply. e
;Zzlli,n 1.10t mfglty'! Jim Christy must have bashed the right heads.
A Mﬂn::g (; e printout, I c01.11d see the hacker going fishing on
1 s .E ?e by‘ one, he tried fifteen Air Force computers, at
b e Eglin, Kirtland, and Bolling Air Force Bases. No luck.
» onnect to each computer, twist the doorknob once or twice
N go on to the next system. ’

Until he tried i

- ried the Air Force Systems Command, Space

. I;Ie first. twisted on their doorknob by trying their System
unt, with the password of “Manager.” No luck.
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Then Guest, password of “Guest.” No effect. He was even authori

- ; ;
Then Field, password “Service”: computer. _— s
I could imagine him sittin i i
bl g behind his terminal i
gsemamj: glli %IIJCE | fltlarmg in disbelief at the screen. He didn’t ?;znﬁzirénfr(e;z I‘mal"ty;
assword: ) sl
|‘ e Space Command’s computer; he controlled it.

Somewhere in Southern California, in El Segundo, a big Vax

WELCOME TO THE AIR FORCE SYSTEM COMMAND-SPACE DIVISION complter was, beire';
VAX/VMS 4.4 - eing invaded by a hacker halfw
IMPORTANT NOTICE ‘ Wolflld- ay around the
Computer System problems should be directed to the Information is next moves weren'’t T 1 ]
Systems Customer Service Section located in building 130, room 2359. leges, he disabled the auditj;m?rlsﬁg.' after sl'_lowmg his privi-
Phone 643-2177/AV 833-2177. footprints behind; at 1 8 for his jobs. This way, he left no
; at least he thought not. How could he know

that I was watching from Berkeley?

Last interactive login on Thursday, 11-DEC-1986 19:11 Confid
ent that he was undetected, he probed the nearby com-

Last non-interactive login on Tuesday, 2-DEC-1986 17:30

WASRF:AI/NG [-)‘Your password has expired; update immediately with SET vatim- In a moment, he'd discovered four on the Air Force net-
BASSWORD 4 a;nd g Path“’a)" to connect to others. From his high ground
& shugitiace oetvilegs ;z;‘:s:bl?f:ctilrg hidden from him; if their passwords weren't
4-JAN-1987 13:16:37.56  NTYL: User: FIELD T s steal them by setting up Trojan horses.
Process privileges: f wasn't a little desktop computer he’d broken into. H
BYPASS may bypass all system protections ound thousands of files on the system, and hundreds of i
CMKRNL may change mode to kernel Hundreds of users? Yep. The hacker listed th 1 .
ACNT may suppress accounting messages But his greediness got in his way. He em all.
WORLD may affect .otAher processes Force computer to list the names of z:jl ; C'Uml'l"landed the Air
OPER operator privilege along typin S o its files; it went merrily
VOLPRO may override volume protection la hYP g OUt”names like 'Lﬂser-design-plansu and “Shuttle-
GRPPRYV group access via system protection unch-manifest.” But he didn’t know how to shut off the spigot

For two hours, it poured a Nji i i
o yitp a Niagara of information onto his termi-

Fi . :

mml;aelli' a; 2:30, he hung up, figuring that he’d just log back
Ir Force computer. But he couldn’t get back on. The Aj

Force computer informed him: .

READALL may read anything as the owner
WRITEALL may write anything as the owner
SECURITY may perform security Functiens

Shazam: the door had swung wide open. He'd logged in as
Field Service. Not just an ordinary user. A completely privileged

account.
The hacker couldn’t believe his luck. After dozens of attempts,

he’d made the big time. System operator.

His first command was to show what privileges he’d garnered:
The Air Force computer responded automatically: System.
Privilege, and a slew of other rights, including the ability to read,
write, or erase any file on the system.

Your password has expired. Please contact the system manager

urizo:oh;:gplk::k hc;;er the printout, I realized his goof. The Air
e T expired the “field service” passw.
. : ord; he'd
- Olved‘a warning when he first broke in. Probaily, the systzm
T;nahcally expired passwords after a few months.
stay on the machine, he should have immediately reset his
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password. Instead, he ignored the request. Now the system
wouldn’t let him back.

From thousands of miles away, I could sense his frustration.
He desperately wanted to get back into that computer, but he’d
been foiled by his own stupid mistake.

He’d stumbled on the keys to a Buick, and locked them in the
car.

The hacker’s mistake solved one problem: what should I tell
the Air Force Space Division? Since it was a Sunday, there was
nobody to call today. And because the hacker had locked himself
out, he was no longer a danger to the Air Force computer. I'd just
report the problem to the Air Force narcs, and let them handle it.

While the hacker stepped through the Air Force computer,
Steve White traced Tymnet'’s lines.

“He’s coming through RCA,” Steve said. “TAT-6.”

“Huh? What's that mean in English?”

“Oh, nothing really. RCA is one of the international record car-
riers, and today the hacker is coming across the number six
transatlantic cable.” Steve dealt in worldwide communications
like a taxi driver in midtown traffic.

“Why isn’t he on a satellite link?”

“Probably because it's a Sunday—the cable channels are less
crowded.”

“You mean that people prefer cable to satellite links?”

“Sure. Every time you connect through a satellite, there’s a
quarter-second delay. The undersea cables don’t slow down your
messages so much.”

“Who would care?”

“People on the telephone, mostly,” Steve said. “Those delays
make for jittery conversations. You know, where each person tries
to speak at the same time, then they both back off.”

“So if the phone companies try to route over the cables, who
wants the satellites?”

“Television networks, mostly. TV signals can’t be squeezed
into submarine cables, so they grab the satellites. But fiber optics:

will change everything.”
I'd heard of fiber optics. Running communications signals

—<*
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over strands of glass, instead of copper wires. But who was run-
ning fiber-optic cables under the ocean?

“Everyone wants to,” Steve explained. “There’s a limited num-
ber of satellite channels available—you can crowd only so many
satellites over Equador. And the satellite channels aren’t pri-
vate—anyone can listen in. Satellites may be fine for television
but cable’s the way to go for data.” t

My conversations with Steve White began with tracing the
hacker, but inevitably slipped into other topics. A short talk with
Steve usually became a tutorial on communications theory.

Realizing that the hacker was still connected, I asked Steve for
the details of the trace.

“Oh yeah. I checked with Wolfgang Hoffman at the
Bundespost. Your visitor is coming from Karlsruhe today. The
University of Karlsruhe.”

“Where’s that?”

- :(:i(:; ?t”know, but I'd guess the Ruhr valley. Isn’t that along

The hacker was still chipping away at the Air Force computer,
but after he left, I jogged over to the library. Yes, there’;
Karlsruhe. Three hundred miles south of Hannover.

Draped across the floor of the Atlantic Ocean, the TAT-6 cable
ties together Europe and America. The western end of the con-
nection came through Tymnet, then Lawrence Berkeley Labo-
ratory, across the Milnet, and ended at the Air Force Systems
Command Space Division. »

Somewhere in Germany, the hacker tickled the eastern end of
the connection, unaware that we were zeroing in on him.

Three different places in Germany. My hacker was moving

-.around.'Or maybe he was staying in one place, playing a shell
8ame with the telephone system. Perhaps he really was a student,

visiting different campuses and showing off to his friends. Was I
certain that there was only one hacker—or was I watching sev-
eral people?

The solution depended on completing a trace. Not just to a
country or a city, but all the way to an individual. But how do I
geta phone trace from six thousand miles away?
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account. He searched for an old, unused account and modified it.
Some Air Force officer, Colonel Abrens, had an account, but
hadn’t been around this computer in a year.

The hacker slightly modified Colonel Abrens’ account, giving
it system privileges and a new password: AFHACK.

AFHACK—what arrogance. He’s thumbing his nose at the
United States Air Force.

From now on, he didn’'t need the Field Service account.
Disguised as an officer in the Air Force, he had unlimited access
to the Space Division’s computer.

Heavy duty. This guy wasn't tinkering around. Air Force OSI
had left for the day. What should I do? Leaving the hacker con-
nected would leak sensitive information from the Air Force. But
disconnecting him would only cause him to use a different route,
bypassing my lab’s monitors.

We’d have to chop him off at the Space Command.

But first, I wanted him traced. A call to Steve White started
things rolling. Within five minutes, he’d traced the connection to
Hannover, and called the Bundespost.

A few minutes of silence. “Cliff, does the connection look like
it will be a long one?”

“I can’t tell, but I think so.”

“OK.” Steve was on another telephone; I could only hear an
occasional shout.

In a minute, Steve returned to my line. “Wolfgang is tracing
the call in Hannover. It’s a local call. They’re going to try to trace
it all the way.”

Here’s news! A local call in Hannover meant that the hacker’s
somewhere in Hannover.

Unless there’s a computer in Hannover doing his dirty work.

Steve shouted instructions from Wolfgang: “Whatever you do,
don’t disconnect the hacker. Keep him on the line if you can!”

But he’s rifling files at the Air Force base. It was like letting a
burglar rob your home while you watched. Should I boot him out
or let the trace go ahead? I couldn’t decide.

Well, I ought to call some authority. How about Mike Gibbons.
of the FBI? He’s not around.

—_ﬂ
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Hey—the National Computer Security Center might be a good
place to call. Zeke Hanson will know what to do.

No luck. Zeke wasn’t in and the voice at the far end of the line
explained, “I'd like to help you, but we design secure computers.
We don’t get involved in the operational aspects.” I'd heard that
before, thank you.

Well, there wasn’t anyone else to tell but the Air Force, I
hooked into the Milnet Network Information Center and looked
up their phone number. Naturally, they’d changed their phone
number. They even listed the wrong area code. By the time I
reached the right person, the hacker had thoroughly penetrated
their computer.

“Hi, I'm looking for the system manager of the Space
Command’s Vax computer.”

“This is Sergeant Thomas. I'm the manager.”

“Uh, T don’t know how to explain this to you, but there’s a
hacker in your computer.” (Meanwhile, I'm thinking, “He won’t
believe me and will want to know who I am.”)

“Huh? Who are you?” Even over the phone, I could feel him
giving me the hairy eyeball.

“I'm an astronomer at Lawrence Berkeley Laboratory.” (First
mistake, I think, nobody’s gonna believe that.)

“How do you know there’s a hacker?”

“I'm watching him break into your computer over the Milnet.”

“You expect me to believe you?”

“Just look at your system. List out your users.”

“OK.” L hear typing in the background.

“There’s nothing strange here. We've got fifty-seven people
logged in, and the system'’s behaving normally.”

“Notice anyone new?” I asked.

“Let’s see . . . No, everything’s normal.” Should I tell him or
just beat around the bush?

“Do you know someone named Abrens?”

“Yeah. Colonel Abrens. He's logged in right now. Hey, what
are you getting at?”

“Are you sure that Abrens is legit?”

“Hell, yes. He’s a colonel. You don’t mess with the brass.”
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I was getting nowhere by asking leading questions. Might a}s
well tell him. “Well, a hacker’s stolen Abre?ns account. He's
logged on right now, and he’s dumping your files.

“How do you know?” ’ .” '

“I watched him. I've got a printout,” I said. “He came in on the
Field Service account, then reset Abrens’ password. Right now,
he’s got system privileges.”

”Tghat’s impossible. Just yesterday, I reset the password to the
Field Service account. It had expired.” N -

“Yes, I know. You set the password to ‘service.” The same as it’s

: this.”
been for the past year. Hackers know

“Well, I'll be damned. Hold on.” Over the' phone, I hea}r
Sergeant Thomas call someone over. A couple minutes later, he’s
back on the line.

a”What do you want us to do?” he asked. “I can shut off my
computer right now.” i il

”lI\)Io, hold off for a bit,” I said. “We're tracing the 11‘ne right
now, and we're closing in on the hacker.” This was no fib: Steve
White had just relayed Wolfgang Hoffman’s request to keep the
hacker on the line as long as possible. I didn’t want Sergeant

i lete.
Thomas to cut the line before the trace was comp ,

“OK, but we’ll call our commanding officer. He'll make the
final decision.” I could hardly blame them. A total 'strar.lger cal%s
from Berkeley and tells them that someone’s breaking into their
system. -

4 Between these phone calls, I watched the printer punch out the
hacker’s every command. Today, he didn’t list the names of every
file. Quite the contrary: he listed individual files.. Helz already
knew the names of the files he was looking for; he didn’t need to
scramble around searching for their names.

Aah. This was an important clue. Three days ago, the .hacker
listed the names of a thousand files. Today, he we'nt straight h?;_
those files that interested him. He must have printed out )
entire session. Otherwise, he would have forgotten the names of
the files. ‘ ]

So the hacker’s printing out everything he gets. I already kI:t
that he kept a detailed notebook—otherwise, he’d have forgotten

nary aluminum can’t resist high temperatures).

you'd spend weeks in a library. Now, with computers and net-
works, you can match up data sets in minutes—look at how I

Manipulated Mitre’s long-distance phone bills to find where the
hacker had visited. By

ﬁﬁmputers, people can uncover secrets wi
Sified database.

s
th

|
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some of the seeds that he’d planted months ago. I remembered
my meeting with the CIA: Teejay had wondered if the hacker
kept recordings of his sessions. Now I knew.

At the far end of the connection, somewhere in Germany,
determined and methodi¢al spy. Every printout that came a
my monitor was duplicated in his lair.

Which files did he list? He skipped over all the programs and
ignored system management guidelines. Instead, he went for
operational plans. Documents describing Air Force payloads for
the space shuttle. Test results from satellite detection systems.

SDI research proposals. A description of an astronaut-operated
camera system.

None of this information had the comment “
wasn’t secret, top secret, or even confidential.
the files carried those labels,

Now, no military computer on the Milnet is allowed to carry
classified information. There’s another computer network, com-
pletely separate, that handles classified data. So in one sense, the
Systems Command’s Space Division had nothin
puter is unclassified.

But there’s a deeper problem. Individually,
don’t contain classified information. But once
documents together, they may reveal secrets,
aircraft manufacturer for a load of titanium su

is the fact that they're building a new bomber.
there’s a strong indicator that Boeing’s new
titanium, and therefore must fly at supersoni

sat a
Cross

classified” on it. It
At least, none of

g to lose: its com-

public documents
you gather many u
An order from an

re isn’t secret. Nor
But taken together,
bomber is made of
¢ speeds (since ordi-

In the past, to pull together information from diverse sources

analyzing public data with the help of
thout ever seeing a clas-

Back in 1985 Vice Admiral John Poindexter worried about just
S problem. He tried to create a new classification of informa-
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tion, “Sensitive but unclassified.” Such information fit below the
usual levels of Top Secret, Secret, and Confidential; but access to
it was to be denied to certain foreigners.

Poindexter clumsily tried to apply this to academic research—
naturally, the universities refused, and the idea died. Now, stand-
ing in front of my monitor, watching the hacker prowl through
the Space Command’s system, I realized his meaning. Air Force |
SDI projects might not be top secret, but they sure were sensitive. |

What? Me agreeing with Vice Admiral Poindexter? The guy
that shipped arms to Iran? How could I have any common
ground with Ollie North’s boss? Yet dancing across my screen
was just what he’d described: sensitive but unclassified data.

Tymnet came back on the line. “I'm sorry, Cliff, but the trace in P
Germany is stymied.” :

“Can’t they trace the call?” I asked, unsure of who I meant by
“they.”

“Well, the hacker’s line comes from Hannover, all right,” Steve
replied. “But Hannover’s phone lines connect through mechani-
cal switches—noisy, complicated widgets—and these can only be
traced by people. You can't trace the call with a computer.”

I started to understand. “You mean that someone has to be in
the telephone exchange to trace the call?”

“That’s it. And since it's after 10 p.M. in Hannover, there’s
nobody around.”

“How long will it take to get someone into the exchange?”

“ About three hours.”

To trace the line, a Bundespost telephone technician would
have to visit the telephone exchange and follow the switches and
wires. For all I knew, he might even have to climb telephone
poles. Bad news.

Meanwhile, the hacker was slithering through the Air Force
computer. Sergeant Thomas was still on hold—he’d probably.
called all sorts of Air Force brass by now.

I popped my phone to the Air Force line. “Well, we can’t trace
things any further today.”

“Gotcha. We'll cut off the hacker right now.” 1
“Wait for a second,” I said. “Don’t make it look like you're just
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booting him off your system. Instead, find a way that he wop’
suspect that you’re on to him.” i
“Yeah. We figured out a plan,”
We'll broadcast an announcement t
that our computer’s malfunctioning,
viced.”

Perfect. The hacker will think the s
repairs.

I'waited for a minute and in the middle of a
posals, this message interrupted the hacker’s sc

Sergeant Thomas replied
0 everyone on the system
and will have to be ser-

ystem’s going down for

page of SDI pro-
reen:

System going down For maintenance, back up in 2 hours.

He saw it right away. The hacker immediat

i ely 1
disappeared into the void. y logged off and
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“WAKE UP, YOU SLOTH,” SAID MARTHA AT THE OBSCENELY
early hour of nine on a Saturday morning. “Today we prepare the
ground for our tomato plants.” i .

“It’s just January,” I protested. “Everything is dormant. Bears
are hibernating. I am hibernating.” I pulled the covers ovelzlr my
head, only to have them snatched away.- “Come on outside,” said
Martha, taking a viselike grip on my wrist. .

At first glance, it seemed that I was rlght._ The ga.rden was
dead and brown. “Look,” Martha said, kneeling be.zsuie a rose
bush. She touched the swelling pink buds. She pomt.ed at the.
plum tree, and looking more closely, I saw a mist of tmyl gree.r_t.-.E
leaves emerging from the bare branches. Those poor California
plants—without a winter to sleep through. . |

Martha gave me a shovel, and we began tk'1e yearly cycle; turn-
ing over the soil, adding fertilizer, planting tiny tomato seed'lin
in their furrows. Every year we carefully planted several varie
that took different amounts of time to ripen, and staggered
planting by several weeks, so we would have a stea.dy supply
tomatoes all summer. And every year, every single to:

i n the fifteenth of August. -
npftn:vcala; slow, heavy work because the soil was dense with ciaj§
and wet from the winter rains. But we finally got the plot a
and, dirty and sweaty, stopped to take a shower and Ha¥
brunch.

she’d put down her violin and stared. Then she laughed and
played a few bars of a burlesque tune. I tried to respond with a
‘bump and grind, but was too obsessed with the hacker to pull it

‘ered at me, then relented and pulled me into the shower again,
under the hot water,

‘hail him, and he wasn’t around long enough to catch.”

shower, but not enough time to find out where he is. Maybe he
Knows you're watching him, and he’s purposely trying to frus-

trate you. Somehow, he telepathically knows when you're in the
stower, Or in bed.”

R,
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In the shower, I felt revived. Martha sudsed my back while |
basked in hot water. Maybe the wholesome ru
bad after all.

Martha was in the midst of shampooing my hair when the

nasty whine of my beeper,buried in a pile of clothing, destroyed
our peace. Martha groaned and started to protest: “
dare....”

Too late. I jumped out of the shower and ran to the living
room, switched on my Macintosh, and called the lab computer.
Sventek.

A second later, I'm talking to Steve White at his home. “He's
here, Steve.”

“OK. I'll trace him and call Frankfurt.”

A moment later, Steve’s back on the line, “He’s gone. The
hacker was here a moment ago, but he’s disconnected already.
No use calling Germany now.” h

Damn. I stood there in utter frustration; stark naked, wet and
shivering, standing in a puddle in our dining room, dripping
blobs of shampoo onto my computer’s keyboard.

Claudia had been practicing Beethoven, but startled by the
sight of her roommate charging, naked, into the living room,

stic life wasn’t sp

Don’t you

I wandered sheepishly back into the bathroom. Martha glow-

“I'm sorry, sweetheart,” | apologized. “It's our only chance to

“Great,” Martha said. “Long enough to drag you out of the

“I'm sorry, sweetheart.” I was, too.
“Honey, we've got to do something about this. We can’t let this
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guy keep yanking us around. And all those spooks in suits you
keep talking to—what have they ever done to help? Nothing. We
have to take this into our own hands.”

She was right: I'd spent hours on the phone to the FBI, CIA,
NSA, OSI, and the DOE. Still others, like the BKA, knew about
our problem, yet nobody took the initiative.

“But what can we do without the government’s help?” I asked.
“We need search warrants and all that. We need official permis-
sion to do phone traces.”

“Yeah, but we don’t need anyone’s permission to put stuff in
our own computer.”

So what?

Under the steaming water, Martha turned to me with a sly
look.

“Boris? Darlink, I hev a plan . . .” Martha shaped a goatee and
mustache out of soap suds on my face.

“Yes, Natasha?”

“Ees time for ze secret plan 35B.”

“Brilliant, Natasha! Zat will vork perfectly! Ah, darlink . . .
vhat is secret plan 35B?”

“Ze Operation Showerhead.”

“Yes?”

“Vell, you see, zee spy from Hannover seeks ze secret informa-
tion, yes?” Martha said. “We give him just vhat he vants—secret
military spy secrets. Lots of zem. Oodles of secrets.”

from? Ve don’t know any military secrets.”
“Ve make zem up, Boris!”

and then spends a couple hours lapping it up, copying it all.
Elegant.
How much stuff? As I rinsed Martha’s hair, I calculated: We
want him on for two hours. He’s connected over a 1200-b:
line, which means he can read about one hundred twenty charae

“Tell me, Natasha dahlink, zees secrets, vhere shall ve get them’

stuff, and interoffice memos.”

Yow! Martha had come up with the obvious solution to our
problem. Give the guy what he’s looking for. Create some files of
phony information, laced with bogus secret documents. Leave
‘em lying around my computer. The hacker stumbles on them,

up the pond I’d'left behind. She listened to our plan and sug-
8ested a new wrinkle: “You know, you could create a form letter

in your computer that invites th i

L . e hacker to write in for m
Aniormation. If the hacker fell for i o
address.”

‘Lourse!”

The three of us sat around the kitchen table with devious
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ters a second. In two hours, he could scan about one hundyeq
re

fifty thousand words.

Oh, Natasha, my charming counter-counter-spy,

vun problem. Where do ve find five hundred pa
secrets?” :

there’s jugt
ges of fake

“Simple, dollink. Ze s i |
A aﬁeady e uclefcrﬁfs, ve invent. Ze regular data, ve yge ;

As the hot water ran out, we clambered out of the sho
Marthle grinned as she explained further. “We can’t invent ‘tAl;en
much lrfformation overnight. But we can create it as we goalo -
staying just ahead of him. And we can take ordinary burea ucre?tsig :
documents, modify them a bit, and give them secret-soundin;

titles. Real secret documents ar i
e probably th i i
bureaucratic jargon . . .” d 7 Tk i boning

i

. So we'll just take a bunch of i
those unintelligib
Department of Energy directives that are alwa .
desk, and change them to look like state secrets.”
Martha continued. “We

ys littering my

‘Il have to be ca i
and bureaucratic. If we head a documen’f e‘i;i}fo’(li(le{egClIt(bCl;igg
THIS T’OP SECRET ULTRA-CLASSIFIED NEAT STUFF, then the
hacker’s going to get suspicious. Keep it all low-key. I;orbidde
enough to keep him interested, but not an obvious trap.” !
I'rolled her ideas around my mind and realized how' to imple-
ment them. “Sure. We invent this secretary, see, who workspf r
people doing this secret project. And we let the hacker stumbcl)e
onto her word processing files. Lots of rough drafts, repetitive

Claudia greeted us in the living room, where she had mopped

t, he might include his return

Right,” said Martha, “a letter promising more information, of

, eating omelets and elaborating on our plan. Claudia
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described how the form letter should work: “I think it ought to be
like a prize in a crackerjack box. Write to us, and we'll send you,
uh ... a secret decoder ring.”

“But come on,” I said, “there’s no way he’ll be stupid enough to
send us his address.” Seeing that I had thrown cold water on my
coconspirators, I added that it was worth a try, but the main thing is
to give him something that'll take a couple of hours to chew on.

Then I thought of another problem. “We don’t know enough
about military stuff to make sensible documents.”

“They don’t have to make sense,” Martha grinned diabolically.
“Real military documents don’t make sense either. They're full of
jargon and double-talk. You know, like ‘the procedure for imple-
menting the highly prioritized implementation procedure is here-
inafter described in section two, subparagraph three of the
procedural implementation plan.” Eh, Boris?”

Well, Martha and I biked up to the laboratory and logged onto
the LBL computer. There we shoveled through a mound of real
government documents and directives, which were overflowing
with far more turgid bureaucratese than we could ever invent,
changing them slightly so that they’d look “classified.”

Our documents would describe a new Star Wars project. An
outsider reading them would believe that Lawrence Berkeley
Laboratory had just landed a fat government contract to manage
a new computer network. The SDI Network.

This bogus network apparently linked together scores of clas-
sified computers and extended to military bases around the
world. By reading our files, you'd find lieutenants and colonels,
scientists and engineers. Here and there, we dropped hints of
meetings and classified reports.

And we invented Barbara Sherwin, the sweet, bumbling secre-=
tary trying to figure out her new word processor and to keep
track of the endless stream of documents produced by our neW-l'l_
invented “Strategic Defense Initiative Network Office.” W&
named our fictitious secretary after an astronomer, Barbara
Schaefer, and used the astronomer’s real mailing address. I
tioned to the real Barbara to watch for any strange !
addressed to Barb Sherwin. '
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Our fake memoranda included budget requests ($50 millig
n

for c.on?.munications costs), purchase orders, and techn;j
ldgscnphonsdof l:hjs network. We cribbed most of them from fi(lcssl

ying around the compute i

s e bl puter, changing the addresses and a feyy,

For a mailing list, I grabbed a copy of the lab newsletter’s list of
names and addresses. I just flipped every “Mr.” to ”Lieutenanto" -
every “Mrs.” to “Captain,” every “Dr.” to “Colonel,” and eve;
”Px:ofessor" to “General.” The addresses? Just stir in an occasion-f],
“Air Force Base” and “Pentagon.” In half an hour, my ersatz maitl-
ing list looked like a veritable military Who's Who.

Some of the documents, however, we fabricated completely: cor-
respondence between managers and petty bureaucrats. An irl'tfor-
mation packet describing the technical capabilities of this network
And a form letter saying that the recipient could get more 'mforma-.
tion on the SDI Network by writing to the project office.

“Let’s label the account, the ‘Strategic Information Network
Group,” ” I'said. “It’s got a great acronym: STING.”

“Naw. He might catch on. Keep it bureaucratic,” Martha said
“Use SDINET. It'll catch his eye, all right.” ‘

We put all the files under one account, SDINET, and made cer-

.:.ta'in that I was the only one who knew the password. Then I
‘made these files entirely inaccessible to everyone except the
owner—me.

Large computers let you make a file world-readable, that is
Gpen to anyone who logs into the system. It’s a bit like leaving ar:
J_of.flce cabinet unlocked—anyone can read the contents when the
"‘.'].Sh' You might set world-read on a file containing the scores o);
the office’s volleyball tournament.

. W%th a single command, you can make a file readable by only
5 fain people—for example, your co-workers. The latest sales
f€port, or some manufacturing designs, need to be shared among
afew people, but you don’t want everyone to scan them.

" OrIa computer file can be entirely private. Nobody but you can
tead it. Like locking your desk drawer, this keeps everyone out.

» almost everyone. The s
ol : ystem manager can bypass the fil
otections, and read any file. ¢ i
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By setting our SDI files to be readable only by their owner, I
made sure that nobody else would find them. Since I was the
owner and the system manager, nobody else could see them.

Except, perhaps, a hacker masquerading as system manager.

For the hacker could still break in and become system man-
ager. It would take him a couple of minutes to hatch his cuckoo’s
egg, but he’d then be able to read all the files on my system.
Including those bogus SDI files.

If he touched those files, I'd know about it. My monitors saved
his every move. Just to make certain, though, I attached an alarm
to those SDI network files. If anyone looked at them—or just
caused the computer to try to look at them—I'd find out about it
Right away.

My snare was baited. If the hacker bit, he’d take two hours to
swallow the bait. Long enough for the Germans to track him
down.

The next move was the hacker’s.

I'D SCREWED UP AGAIN. OPERATION SHOWERHEAD WAS

ready, all right. It might even work. But I'd forgotten an impor-
tant detail.

I'hadn’t asked anyone’s permission.

Normally, this wouldn’t be a problem, since nobody cared
what I did anyway. But bicycling up to the lab, I realized that
every organization I'd been in contact with would want to know
about our phony SDI files. Each place would have a different
opinion, of course, but to go ahead without telling anyone would
piss them all off,

But what if I asked their permission? I didn’t want to think
about it. Mostly, I worried about my boss. If Roy stood behind
me, then the three-letter agencies couldn’t touch me.

- OnJanuary 7, I went straight to his office. We talked about rel-
ativistic electrodynamics for a while—which mostly meant my
Wwatching the old professor at the chalkboard. Say what you will
glbc)ut crusty college professors, there’s no better way to learn
than to listen to someone who's paid his dues.
“Say, boss, I'm trying to get out from under this hacker.”
“CIA leaning on you again?”
'Foy was joking, I hoped.
- :’No, but the Germans will only trace the line for one more
e:!k After next weekend, we might as well call it quits.”

Good. It's been too long anyway.”
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“Well, I was thinking about planting some misleading data in
our computer, to use as bait in catching the hacker.”

“Sounds good to me. It won't work, of course.”

“Why not?”

“Because the hacker’s too paranoid. Still, go ahead. It'll be a

useful exercise.” Hot damn!
My boss’s approval insulated me from the rest of the world.

Still, I ought to tell the three-letter folks about our plans. I wrote a
short proposal, framed as a scientific paper:

Proposal to Determine the Address of the Hacker

Problem:
A persistent hacker has invaded LBL's computers.

Because he is coming from Europe, it takes an hour to trace
the phone lines. We would like to learn his exact location.
Observations:
1. He is persistent.
2. He confidently works within our computers, unaware
that we are watching him.
. He searches for phrases like “sdi,” “stealth,” and

“nuclear.”
. He is a competent programmer and is experienced at

breaking into networks.

Suggested solution:
Provide fictitious information to keep him connected for

more than an hour. Complete the phone tracing during this
time.

My paper went on and on about History, Methodology,

Implementation Details, and had footnotes about the chances of

actually catching him. As boring as I could make it.

I sent this paper to the usual list of three-letter agencies: the
FBI, CIA, NSA, and DOE. I included a note saying that ‘«:-’.
someone objected, we’d carry out this plan next week.

A few days later, I called each agency. Mike Gibbons of the
understood what [ was getting at, but wouldn’t commit his agency
one way or another. “What does the CIA have to say about it?”
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Teejay at the CIA had also read my proposal, but wa
noncommittal: L - Sy

“What did the guys at the ‘F’ entity say?”

“Mike said to call you.”

“Well, ain’t that dandy:. Have you called the northern entity?”
Northern entity? What's north of the CIA? .

“Uh, Teejay, who's the northern entity?”

“You know, the big Fort M.”

Oh—Fort Meade in Maryland. The NSA.

Yes, I had called Fort Meade, and Zeke Hanson at the NSA’s
National Computer Security Center had read my proposal. He
seemed to like it, but he didn’t want to have anything to do
with it.

“Well, I sure can’t tell you to go ahead,” Zeke said. ”Personally,
I'd love to see what happens. But if you get into trouble, we don’t
have anything to do with it.”

”'I’m.nc.)t looking for someone to take responsibility, I'm won-
dering }f it’s a bad idea.” Sounds strange, but that’s just what I
was trying to do. Before you start an experiment, get the opinions
of people who've been there before.

“Sounds good to me. But you really ought to check with the
FBL” That closed the circle—everyone pointed their finger at
someone else.

Well, I called the Department of Energy, the Air Force OSI, and
a guy at the Defense Intelligence Agency. Nobody would take
Tesponsibility, of course, yet nobody blocked the idea. That's all I
needed.

- .By Wednesday, it was too late for anyone to object. I was sold
on Martha's idea, and was willing to back it up.

) Sur_e el.wugh, Wednesday afternoon, the hacker showed up. I'd
qd Invited to lunch at the Cafe Pastorale in Berkeley with
‘.IB e Johnson, the field representative of the Department of
' eIgy. Alor‘1g with Dave Stevens, the computer center’s math
Iz, we enjoyed some fine fettuccini, while talking about our
Progress and plans.

At 12:53 PST, in the middle of a cup of cappuccino, my beeper
Went off. The Morse code said the hacker was into our Unix-4
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computer as Sventek. I didn’t say a word—just ran to the phone
booth and called Steve White at Tymnet ($2.25 in quarters), and
he started the trace running. The hacker was on for only three
minutes—just long enough to see who was logged onto my com-
puter. I was back at the table before the coffee cooled off.

That spoiled the rest of lunch for me. Why had he stayed
around only three minutes? Did he sense a trap? I couldn’t tell
until I saw the printout up at the lab.

The monitors showed him logging on as Sventek, listing the
names of everyone currently logged on, and then disappearing,
Damn him. He didn’t look around long enough to discover our
bogus files. 7

Oh—maybe our bait was too well hidden. The German phone
technician would be around for only a couple more days, so I'd
better make it more obvious.

From now on, I'd stay logged on to my computer. I would play
sweet Barbara Sherwin, connected to the computer on the
SDINET account. The next time the hacker raised his periscope,
he’d see SDINET clunking away, trying to edit some file or
another. If that didn’t catch his attention, then nothing would.

Naturally, he didn't show up the next day, Thursday. We were
running out of time. Nothing the next morning. I was about to
call it quits, when my beeper sounded at 5:14 P.M., Friday,
January 16. There’s the hacker.

And I'm here, working in the SDINET account, playing with a
word processing program. His first command, “who,” listed ten
people. I was the seventh on his list:

who
Astro
Carter
Fermi
Meyers
Microprobe
Oppy5
Sdinet
Sventek
Turachek
Tompkins
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There’s the bait. Come on, go for it!

Ibl> grep.sdinet/etc/passwd He’s searching for user “SDINET”

in our password file ;

sdinet:sx4sd34x2:user sdinet, Files in/u4/sdinet, owner sdi net-
work project

Ha! He swallowed the hook! He’s hunting for information
about the user SDINET! I knew what he’d do next—he’d search
over in the SDINET directory.

Ibl> cd/u4/sdinet  He's moving over to the SDINET directory

Ibl> Is and trying to list the file names

file protection violation—you are not the owner. But he can't see
them!

Of course he can’t read the SDINET data—I’ve locked every-
one out of those files. But he knows how to evade my lock. Just
plant a little egg, using the Gnu-Emacs software. Become super-
user.

None of my files are hidden from the system manager. And
my visitor knows exactly how to grab those privileges. It just
takes a few minutes. Would he reach into the monkey bottle?

There he goes. He’s checking that the Gnu-Emacs move-mail
program hasn’t been changed. Now he’s creating his own false

atrun program. Just like the old days. In a couple more minutes,

he'll be system manager,

Only this time, I'm on the phone to Steve White.

“Steve, call Germany. The hacker’s on, and it'll be a long ses-
sion.”

“Spot-on, Cliff. Call you back in ten minutes.”

Now it’s the Germans’ turn. Can they pull the plum from the
pie? Let’s see, it's 5:15 P.M. in Berkeley, so in Germany, it's uh, 2:15

in the morning. Or is it 1:15? Either way, it's sure not ordinary
business hours. Sure hope that the Hannover technicians stayed
late tonight.

Meanwhile, the hacker’s not wasting time. Within five min-
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utes, he’d built a special program to make himself super-user. He
twisted the tail of the Gnu-Emacs program, moving his special
program into the systems area. Any minute now, Unix will dis-
cover that program and . . . yep, there it goes. He’s super-user.
The hacker went straight for the forbidden SDINET files. (I'm
glued to my monitor, thinking, “Come on, guy, wait till you see

what's sitting there for you.”) Sure enough, he first lists the file
names:

Ibl> 1s
Connections
Form-Letter
Funding
Mailing-Labels
Pentagon-Request
Purchase-Orders
Memo-to-Gordon
Rhodes-Letter
SDI-computers

SDI-networks

SDI-Network-Proposal

User-List

World-Wide-Net

Visitor-information

Many of these files aren’t just single memos. Some are file
directories—whole file cabinets full of other files.

Which one will he look at first? That's easy. All of them.

For the next forty-five minutes, he dumps out file after file,
reading all the garbage that Martha and I created. Boring, tedious

ore, with an occasional nugget of technical information. For
example:

Dear Major Rhodes:
Thank you For your comments concerning access to SDINET. As you

know, a Network User Identifier (NUI) is required For access to both

the Classified and Unclassified SDINET. Although these NUI's are

distributed from different locations, it is important that users who

use both sections of the network retain the same NUI.

For this reason, your command center should contact the network
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controllers directly. At our laboratory in Berkeley, we can easily

modify your NUI, but we would prefer that you issue the appropriate
request to the network controllers,

‘ Sincerely yours,
Barbara Sherwin

Aah... there’s a pointer in that letter saying that you can reach
the SDINET from Lawrence Berkeley Laboratory. I'll bet that he’]]
spend an hour or two searching for the portal to reach that myth-
ical SDINET.

Did he believe what I'd fed him? Th
out. Just watch what he does—a disbeli
the Holy Grail.

The files made a believer out of him. He
to search for a connection into our SDI network. On my monitor, I
watched him patiently scan all our links to the outside world,
Without knowing our system thoroughly, he couldn’t search
exhaustively,

but he spent ten minutes checking the system for
any ports labelled “SDI.”

Hook, line, and sinker.

He returned to reading our fake SDINET files, and dumped
the file named form-letter:

ere’s an easy way to find
ever won't go hunting for

interrupted his listing

SDI Network Project
Lawrence Berkeley Lab
Mail Stop 50-351
1 Cyclotron Road
Berkeley, CA 94720
name name
address address
city city, state state, zip zip

Dear Sir:
Thank you For
with your req
ollowing doc
which docum

your inquiry about SDINET. We are happy to comply
uest for more information about this network. The

uments are available From this office. Please state
ents you wish mailed to you;

#37.6  SDINET Overview Description Document
19 pages, revised Sept, 1985
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#417 Strategic Defense Initiative and Computer Networks: I wondered how he’d react to this letter. Would he send us his
Plans and implementations (Conference Notes) address?
227 pages, revised Sept, 1985 It didn’t make much diff )
#452 Strategic Defense Initiative and Computer Networks: Tymnet. “I've traced 2U28S Steve White called back from
Plans and implementations (Conference Notes) B @ your connection over to the University of
remen. ‘
300 pages, June, 1986 -
#47.3 SDINET Connectivity Requirements ”Same as usual, huh?”
Yeah. I guess they’ve reopened for classes,” Steve said. “At

65 pages, revised April, 1986

#48.8 How to link into the SDINET

25 pages, July 1986

#491 X.25 and X.75 connections to SDINET

(includes Japanese, European, and Hawaii nodes)
8 pages, December, 1986

#55.2 SDINET management plan for 1986 to 1988

#62.

47 pages, November 1985

7 Unclassified SDINET membership list
{includes major Milnet connections)
24 pages, November, 1986

#653 Classified SDINET membership list

#69

NUI

Other documents are available as well. If you wish to be added to

0o

Because of the length of these documents, we must use

9 pages, November, 1986
1 Developments in SDINET and Sdi Disnet
28 pages, October, 1986

Request Form
This Form is available here, but
should be returned to the Network Control Center

ur mailing list, please request so.

service.

Please send your request to the above address, attention Mrs.

Barbara Sherwin.

the postal

any rate, the Bundespost has traced the Datex line from Bremen
into Hannover.”

“OK. Sounds like the hacker’s in Hannover.”

' That s V\.rhalt the Bundespost says. They’ve traced the Datex
line into a dial-in port located near downtown Hannover.”

“Keep going, I follow you.”

Now comes the tough part. Someone has dialed into the
]?atex s:ystem in Hannover. They’re coming from Hannover, all
right—it’s not a long-distance line.” |

“Does the Bundespost know that phone number?”

Almost. In the past half hour, the technician traced the line
and has narrowed it down to one of fifty telephone numbers.”

Why can’t they get the actual number?”

‘ Wolfgang’s unclear about that. It sounds like they’ve deter-
mmeq the number to be from a group of local phones, but the
next time they make a trace, they’ll zero in on the actual tele-
phone. From the sound of Wolfgang’s message, they’re excited
about solving this case.”

One in fifty, huh? The Bundespost is almost there. Next time
they’ll have him. ’

Friday, January 16, 1987. The cuckoo laid its eggs in the wron
nest. i

The next high level review For SDINET is scheduled For 20
February, 1987. Because of this, all requests for documents
must be received by us no later than close of business on 11
February, 1987. Requests received later than this date may be

delayed.

Sincerely yours,
Mrs. Barbara Sherwin
Documents Secretary

SDINET Project




THE TRACE ALMOST REACHED THE HACKER. IF HE CAME
by once more, we’d have him.

But the deadline was tomorrow night. Saturday, when the
German telephone technicians would give up the chase. Would
he show up?

“Martha, you don’t want to hear this, but I'm sleeping at the
lab again. This may be the end of the road, though.”

“That’s the dozenth time you’ve said that.”

Probably was. The chase had been a constant stream of “I've
almost got him” followed by “He’s somewhere else.” But this
time it felt different. The messages from Germany were confi-
dent. They were on the right scent.

The hacker hadn't read all our bogus files. In the forty-five
minutes that he’d linked into our system, he listed about a third
of the data. He knew there was more, so why didn’t he stay
around and browse?

All the more likely that he’d come back soon. So once again, [
crawled under my desk and fell asleep to the sound of a com-
puter disk drive whining in the distance.

I woke up, for once, without a beeper squawking in my ear,
Just a peaceful Saturday morning, alone in a sterile office, staring
at the bottom of my desk. Oh well, I'd tried. Too bad the ha
didn’t show up.

Since nobody else was around, I started to play with an astto=
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nomical program, trying to understand how mistakes in mirror-
grinding affect images from a telescope. The program was just
about working when my beeper called at 8:08 A.M.

A quick jog down the hall, and a glance at the monitor’s
screen. There’s the hacker, just logging into the Unix-5 computer,
on one of his old account names, Mark. No time to figure what

he’s doing here, just spread the word fast. Call Tymnet, and let
them call the Bundespost.

“Hi Steve!”

“The hacker’s back on, eh?” Steve must have heard it in the
tone of my voice.

“Yep. Can you start the trace?”

“Here goes.” He was gone for thirty seconds—it couldn’t have

been a full minute—when he announced, “He’s coming from
Bremen this time.”

“Same as yesterday,” I observed.

“T'll tell Wolfgang at the Bundespost.” Steve hung up while I
watched the hacker on my screen. Every minute the hacker vis-
ited, we were that much closer to unmasking him.

Yes, there he was, methodically reading our false data files.
With every bureaucratic memo he read, I felt more satisfied,
knowing he was being misled in two ways: his information was
patently false, and his arrogant strides through our computer
were leading him straight into our arms.

At 8:40, he left our computer. Steve White called back within a
minute.

“The Germans traced him through the University of Bremen
again,” he said. “From there, into Hannover.”

“Did they make any progress in getting his phone number?”

- “Wolfgang says they’ve got all the digits of his phone number
except the last two.”

_ All but the last two digits? That didn’t make sense—it meant
that they'd traced the call to a group of one hundred phones.

'j'?ut that's worse than yesterday, when they said they’d isolated

fim to one of fifty phones.”
'1.\11 I can tell you is what I hear.”
Disturbing, but at least they were tracing the lines.
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At 10:17, he came back. By now, Martha had bicycled up to the
lab, and the two of us were busy inventing new SDI files to feed
him. We both ran to the monitors and watched him, expecting
him to discover our latest work.

This time, he wasn’t interested in SDI files. Instead, he went
out over the Milnet, trying to break into military computers. One
by one, trying to guess his way past their password protection.

He concentrated on Air Force and Army computers, occasion-
ally knocking on the Navy’s door. Places I'd never heard of, like
the Air Force Weapons Lab, Descom Headquarters, Air Force CC
OIS, the CCA-amc. Fifty places, without success.

Then he slid across the Milnet into a computer named
Buckner. He got right in . . . didn’t even need a password on the
account named “guest.”

Martha and I looked at each other, then at the screen. He’d bro-
ken into the Army Communications Center in Building 23, Room
121, of Fort Buckner. That much was obvious: the computer
greeted the hacker with its address. But where’s Fort Buckner?

About all I could tell was that its calendar was wrong. It said
today was Sunday, and I knew it was Saturday. Martha took
charge of the monitors, and I ran to the library, returning with
their now familiar atlas.

Paging through the back pages, I found Ft. Buckner listed.

“Hey, Martha, you're not going to believe this, but the hacker’s
broken into a computer in Japan. Here’s your Fort Buckner,” I said,
pointing to an island in the Pacific Ocean. “It's on Okinawa.”

What a connection! From Hannover, Germany, the hacker
linked to the University of Bremen, across a transatlantic cable
into Tymnet, then into my Berkeley computer, and into the
Milnet, finally reaching Okinawa. Jeez.

If someone in Okinawa had detected him, they’d have to
unravel a truly daunting maze.

Not that this worldwide link satisfied him—he wanted Fort
Buckner’s database. For half an hour, he probed their system,
finding it amazingly barren. A few letters here and there, and a
list of about seventy-five users. Fort Buckner must be a very
trusting place: nobody set passwords on their accounts.

Ple bananas, a cup of milk, two eggs, a couple spoonfuls of

THE CUCKOO'S EGG 273

He didn’t find much on that system, outside of some electronic
mail messages talking about when supplies would arrive from
Hawaii. A collector of military acronyms would love the Fort
Buckner computer, but any sane person would be bored.

“If he’s so interested in military gobbledegook,” Martha asked,
“why not enlist?”

Well, this hacker wasn’t bored. He listed as many text files as
he could, skipping only the programs and Unix utilities. A bit
after eleven in the morning, he finally grew tired, and logged
off.

While he’d circled the globe with his spiderweb of connec-
tions, the German Bundespost had homed in on him.

The phone rang—had to be Steve White.

“Hi, Cliff,” Steve said. “The trace is complete.”

“The Germans got the guy?”

“They know his phone number.”

“Well, who is he?” I asked.

“They can’t say right now, but you're supposed to tell the FBL.”

“Just tell me this much,” I told Steve, “is it a computer or a per-
son?”

“A person with a computer at his home. Or should I say, at his
business.”

Martha overheard the conversation and was now whistling a
tune from The Wizard of Oz: “Ding-dong, the witch is dead. . . .”

At last, the trace was over. The police would bust him, he’d be
arraigned, we’d press charges, and he’d be pacing a jail cell. So I
thought.

But more important, my research was finished. Five months
ago, I asked myself, “How come my accounts are imbalanced by
75 cents?” That question had led me across the country, under the
ocean, through defense contractors and universities, to Hannover,
Germany.

Martha and I biked home, stopping only to pick up a pint of
heavy cream. We picked the last of our garden’s strawberries and
celebrated with homemade milkshakes. No doubt—there’s no
substitute for mixing ‘em yourself. Toss in some ice cream, a cou-
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vanilla, and a handful of homegrown strawberries. Thicken it
with just enough malt. Now that’s a milkshake.

Claudia, Martha, and I danced around the yard for a while—
our plans had worked out perfectly.

“In a couple days, the police will bust him, and we'll find out
what he was after,” I told them. “Now that someone knows
who's behind this, it can’t be long.”

“Yow, you'll get your name in the newspaper,” Claudia mar-
veled. “Will you still talk to us?”

“Yeah, I'll even keep washing the dishes.”

The rest of the day, Martha and I spent in San Francisco’s
Golden Gate Park, riding the merry-go-round and roller-skating.

After all these months, the problem was solved. We’d thrown a
net around the cuckoo.

HE STARED BLEAKLY AT THE BROKEN GREASY VENETIAN
blinds, a cigarette butt dangling from his clammy lips. The sickly
green glow of the screen reflected on his sallow tired features.
Silently, deliberately, he invaded the computer.

Six thousand miles away, her longing white arms craved for
him. He could feel her hot breath on his cheek, as her delicate fin-
gers curled through his long brown hair. Her negligee parted
invitingly, he sensed every curve through the thin silken gauze.
She whispered, “Darling, don’t leave me. . , .”

Suddenly the night was shattered—that sound again—he
froze and stared at the night stand. A red light beckoned across
the pitch-black room. His beeper sang its siren song.

Sunday morning, at 6:30, Martha and I were dreaming when
the hacker stepped on my electronic tripwire. Damn. Such a great
dream, too.

Islid out from under the quilts and called Steve White. He
Passed the message along to the Bundespost, and five minutes
later, the trace was complete. Hannover again. Same guy.

From home, I couldn’t observe him—he might notice me
Watching him. But only yesterday he’d finished reading all our
Phony SDI files. So why come back now?

. _It Wwasn't until I biked into work that I saw the hacker’s targets.
Milnet again. The printout showed him logging into my Berkeley
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computer, then reaching out over the Milnet, then trying to log
onto a system at the Eglin Air Force Base.

He tried account names like guest, system, manager, and field
service . . . all his old tricks. Eglin’s computer didn’t put up with
such nonsense: it kicked him out after his fourth try. So, he went
on the European Milnet Control computer, and tried again. Still
no luck.

Sixty computers later, he still hadn’t gotten into a military
computer. But he kept trying.

At 1:39 P.M., he succeeded in logging into the Navy Coastal
Systems Center in Panama City, Florida. He got into their system
by trying the account “Ingres” with the password “Ingres.”

Ingres database software lets you quickly search thousands of
accounting records for the one entry you need. You make queries
like, “Tell me all the quasars that emit X-rays,” or “How many
Tomahawk missiles are deployed in the Atlantic fleet?” Database
software is powerful stuff, and the Ingres system is among the
finest.

But it’s sold with a backdoor password. When you install
Ingres, it comes with a ready-made account that has an easily
guessed password. My hacker knew this. The Navy coastal
Systems Center didn’t.

Once logged on, he meticulously checked that nobody was
watching him. He listed the file structures and searched for links
to nearby networks. He then listed the entire encrypted password
file.

There he goes again. That's the third or fourth time I'd seen
him copy the whole password file into his home machine.
Something’s strange here—the passwords are protected by
encryption, so he can’t possibly figure out the original password.
Still, why else would he copy the password file?

After an hour inside the navy computer, he grew tired and
went back to knocking on doors along the Milnet. That, too, lost
its excitement after a while; after fifty or a hundred times, even he
tired of seeing the message, “Invalid Login—bad password.” So
he printed out some SDINET files again, pretty much the samé

stuff he’d seen in the past couple of days. Around 2:30 in the
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afternoon he called it quits. He’d spent eight hours hacking on
the military networks.

Plenty of time to trace his call. And time enough to learn that
the German Bundespost has been in close contact with the Public
Prosecutor in Bremen, Germany. They’re contacting the authori-
ties in Hannover, and they’re also talking to the German BKA.
Sounds like someone is about ready to close in on the hacker and
make the arrest.

Who should I call about this break-in into the Navy computer?

A week ago, the Air Force OSI warned me not to call the sys-
tem managers directly. Jim Christy said, “It just runs against mili-
tary policy.”

“I understand,” I said. “But is there a clearinghouse to report
these problems to?’

“No, not really,” Jim explained. “You can tell the National
Computer Security Center, but they’re pretty much a one-way
trap. They listen, all right, but they don't publicize problems. So
if it’s a military computer, call us,” Jim said. “We'll go through
channels and get the word to the right folks.”

Monday morning brought the hacker again. Time to twist
some more doorknobs. One by one, he scanned Milnet comput-
ers, ranging from the Rome Air Development Center in New

- York to someplace called the Naval Electronic Warfare Center. He

tried fifteen places before he struck pay dirt—the Ramstein Air
Force Base computer. This time, he discovered that the account
“bbncc,” wasn't protected. No password needed. ,

Ramstein’s computer seemed to be an electronic mail system
for officers. He started listing everyone’s mail. Quickly, it opened
my eyes—this was stuff that he shouldn’t be seeing.

OK, what should I do? I couldn’t let him grab this information
yet I didn’t want to tip my hand. Disconnecting him won't d(;
much good—he’ll just find another pathway. I can't call the
Plflce—l’ve no idea where Ramstein Air Force Base is. I can call
Alr Force OSI, but I've got to take action now—not in five min-
Utes—before he reads the rest of their data.

. Ireached for the phone to call Jim Christy of the Air Force OSIL.
.Naturally I can’t remember his phone number. There in my
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pocket is a key chain. Of course, the old key chain trick. Just add
some noise to his connection.

I jangled my keys against the connector, shorting out the
hacker’s communications line. Just enough to appear as noise to
the hacker. “Static on the line,” he’d think. Every time he asked
for electronic mail from Ramstein, I garbled his commands, and
Ramstein’s computer misunderstood him.

After a few more attempts, he gave up on Ramstein Air Force
Base, and went back to scanning the Milnet, trying to get into
other places.

I finally reached Jim Christy at Air Force OSI. “The hacker’s
gotten into someplace called Ramstein Air Force Base. Wherever
it is, you'd better tell them to change all their passwords.”

“Ramstein’s in Germany.”

“Huh?” 1 asked. I'd thought the occupation of Europe had
ended in the ‘50s. “What's the U.S. Air Force doing in Germany?”

“Protecting you. But let’s not go into that. I'll warn them right
away. Go back to watching the hacker.”

I'd missed ten minutes of the hacker. He was trying to break
into more military systems, slowly and methodically trying
dozens of sites.

The Milnet addresses seemed to be in alphabetical order; right
now he was working near the end of the alphabet. Mostly R’s and
S’s. Aha! Yes, that was it. He was working from an alphabetized
list. Somehow, he’d obtained the Milnet directory, and was check-
ing off each site after he tried it.

He’d made it halfway through the S’s when he tried a com-
puter called Seckenheim. Logged right in as “Guest.” No pass-
word. This was getting embarrassing.

But though he got into that computer, he didn’t stay long. A
few minutes to make a couple scans of their system files, then he
logged off. I wondered why.

Still, I'd better do something. Time to call the Air Force.

“Hey, the hacker just got into someplace called Seckenheim:
It’s on the Milnet, so it must be a military computer. But I'vé
never heard of it.”

“Snake in the grass,” Jim growled.
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IlHuh?Il
“Damn. Seckenheim is the Ar i
my Material C i
Europe. Near Heidelberg. Germany ag);in.” Tt
“Oops. Sorry about that.”

I'll take care of it.” The‘hacker’s success meant problems for
the‘ n;rcs. I wondered how many overseas military bases the
United States has. The technology I could handle. It was geogra-
phy and bureaucracies that tripped me up. =

.After ha.V1r'1g cracked three computers today, the hacker was
still not satl.sfled. He continued to bang away on the Milnet, so [
kept watch in the switchyard. One by one, I watched as he /tried
password's. Af 11:37, he got into a Vax computer named Stewart
I];ofgged Aflght in there as “Field,” password, “Service.” I'd seen i’;
efore. Another Vax computer running VMS i’
their default passwords. > Pl e

The hacker dived right in. The field service account was privi-
le.ged' and he We'lsted no time taking advantage of this. He first
d1sablec'i accounting, so that he’d leave no tracks behind. Then he
went directly to the authorize utility—the system software in
charge of passwords—and selected one user, Rita, who hadn’t
used the system for the past few months, He modified Rita’s
account to give it full system privile T
T p ges. Then he set a new pass-
GeWhere Shad lf heard that word? Ulfmerbold. It sounded

rman. something to figure out lat ile, T’

B g ater. Meanwhile, I've got to

Finally, a bit aft
o h);m_ er noon, the hacker left Berkeley. A productive
The Stewart computer turned
: out to belong to Fort St
Army base in Georei A : g ewart, an
* gia. I called Mike Gibb
Bk e of callivig g ibbons of the FBI, and he
“Mike, have you ever heard of the word ‘Ulfmerbold’?”
‘Nope. Sounds German, though.” -

“Just checking, Sa
k. - Say, the Germans have completed th
t .
The Bundespost now knows who’s making the cglls. e

':]?Iid they tell you?”
aw. Nobody ever tells me anything. You know that.”
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Mike laughed. “That’s the way we operate, all right. But I'll get
the Legat on the case right away.”

“Legat?”

“Oh. Legal Attaché. You know, the guy in Bonn that handles
our affairs.”

“How soon until they arrest the guy?” I just wanted to know
who and why—the last pieces of the puzzle.

“T don’t know. But when it happens, I'll tell you. Shouldn’t be

long now.”
By chance, around 3 P.M. Teejay called from the CIA. “What's

new?”
“We completed the trace over the weekend.”

“Where is he?”

“In Hannover.”

“Mmmm. Know the guy’s name?”
“No, not yet.”

“Does the ‘F’ entity know?”
“1 don’t think so. But call them and find out. They never tell

me a thing.” I doubted that the FBI would tell the CIA, and I
didn’t want to be squeezed between the two. It was weird
enough to talk to either.

“Any clues to his identity?”

“Hard to say. Ever hear of the word Ulfmerbold?”

“Mmmm. What's that from?”
“The hacker chose that as a password when he broke into a

computer this morning. At Fort Stewart, Georgia.”
“He's not letting the grass grow, huh?” Teejay still tried to
sound uninterested, but his voice had a tremor that gave it away.
“Yeah. He got into a couple other places too.”

“Where?”
“Oh,” 1 said, “no place special. Just a couple military bases ift

Germany. And a place called Fort Buckner.”
“Son of a bitch.”

“You know them?” :
“Yeah. I used to work at Fort Buckner. Back in my Army days<

Lived on base with my wife.” A CIA agent with a wife? I'd never
thought of it. Spy novels never mention spouses or kids.
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fThe hacker ha.d chosen a strange password for his use

;Jr]1 I;::;b‘;)ldt NOthH;—i In my dictionary. Not in Cassell’s German_.
Ictionary. The trusty atlas showed i f :
2 ed nothing. Yet I'd heard

Martha ‘hadn’t heard of it. Nor had any of her friends. Not
even my 51s1.ter, the one who’d risked her life prowling around
high school in McLean, Virginia. :

It tolc;k‘ three days, but my boss, Roy Kerth, figured it out. Ulf
Merbo ‘18 the West German astronaut who’d made astronomical
observations from the space shuttle. ’

Another clue lto Germany, unnecessary, now that the evidence
was ozverwhelrnmg. But why pick an astronaut’s name? Hero
worship? Or some more sinister motive? ‘

Could this explain why he kept breaking into computers?
Could I have been following someone obsessed with the US.
space program—a guy who dreamed about becoming an astro:
naut and collected information about the Space program?

Nope. This hacker sought out military computers—not NASA
systems. He wanted SDI data, not astronomy. You don’t search
for the space shuttle on Okinawa. You don’t find an astronaut’s

biography by looking up the A ,
Central Europe. 8 up the Army’s nuclear warfare plans for
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He’d sent telegrams to Bonn telling the FBI's Legat to contact

the German police. At the same time, he shipped by air a folder of

information to the Attaché. But somewhere, the messages Weren’t

getting through——Wolfgang still hadn’t heard about any warrants
from the FBL.

“You see, we can't talk to anyone except through our Legat,”
Mike said. “Still, I'll rattle the cage again, and see that they’re
awake in Bonn.”

Well, that FBI agent sure wasn’t dragging his heels. I never did
find out much about the Legal Attaché—do they work for the FBI
or the State Department? Is it one part-time person or a whole
staff? What do they really do? Who do they talk to in the German

government? What do you have to do to wake them up?
TUESDAY MORNING GREETED ME WITH A PILE OF MES- The CIA wouldn’t leave me alone. Teejay wanted every detail

t. Steve White read some electronic mail from the about the past weekend. But the juicy stuff—the guy’s name, his
sages from Tymnet. t. “Since the University of Bremen won't pay motives, and his backers—remained a mystery. All I knew was
Deutsche Bur.ldesposﬁ-o nal calls, you'll have to carry that cost.” that he’d been fingered.
for any more 1;1tt:ma o ;fford it. “Steve, my boss balks at “Say, Teejay, if I find out some of this for

He W tlaar Vi’; alone this hacker’s connections.” chance you might, uh, trade some gossip?”
pa);mg a7 SR re you putting in on this chase?” “Idon’t copy,” the spook said.
R day.” I wasn’t kidding. Even a five- “T mean, suppose you figure out who was behind all this.
oo t?n ht(: urtSh: ha(}:Ler ballooned into a morning of What'll you tell me about it?” Ireally wanted to know if he could
Sl anted to hear what had happened. send some spy over there and find out what thj
phone calls. NG T “Sorry, Cliff. We're listeners, not talkers.”
e e s,u s ood news for you,” Steve said. So much for learning anything from the CIA.
Ui somihgre’s a meeting in Hannover tomor- Within a day, however, more news came by way of Tymnet.
“Wolfgang H_Offman o edinatin legal, technical, and law- Having traced the hacker’s phone number, they compared his
row. Somethlng a}l?ou:c, coor = name to that on the German Datex accounts.
enforcen"lent SStijeE o Hmmm. They’re doing their homework!
“Why's that good nevs:s. ake an arrest this weekend.” Seems that the hacker used three different identifiers when he
”].Secause Uiy P o e ‘ manipulated the Datex network. The first identifier belonged to
reh f le problems. The Germans haven’t heard_ the hacker. Same name, same address. The second one belonged
el COUP;: p’re utti-ng things on hold. Wolfgang 10 another person. And the third . . . well, it belonged to a com-
frimt;hi ;(])3& g::s tSh(;stnfgssagE to the FBL” Pany. A small company in Hannover that specialized in comput-
asks tha ! rs.
“Will do.” FBI showed the flip side of the coin. Special Were these identifiers stolen? It's as easy to steal a network
" M}; rl\lzixlfecélilbtl?c:::exp lzine i tion] User identifier as it is to steal a telephone credit card number—
gen

you, is there any

s clown was up to.
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just watch over someone’s shoulder as she makes a call. Perhaps
the hacker has ripped off several people’s Datex network account
numbers. If they worked for big multinational firms, they might
never notice.

Or was this guy in collusion with someone else?

I'd pretty much convinced myself that he was acting alone. If a
couple people were working together, they’d have to constantly
exchange passwords. Moreover, the hacker had a single personal-
ity—patient, methodical, an almost mechanical diligence. Someone
else wouldn’t have quite the same style when prowling around the
Milnet.

A few of his targets weren't sleeping. The day after he tried to
pry their doors open, two of them called me. Grant Kerr, of the
Hill Air Force Base in Utah, phoned. He was annoyed that one of
my users, Sventek, had tried to break into his computer over the
past weekend. And Chris McDonald of White Sands Missile
Range reported the same.

Super! Some of our military bases keep their eyes open. Thirty-
nine in forty are asleep. But there are a few system managers who
vigilantly analyze their audit trails.

For the next few days, the hacker kept me hopping. He kept
scanning my SDINET files, so every few hours, I'd add a couple
more. I wanted the files to reflect an active office—a backlog of
work and a busy, chatty secretary who didn’t quite know how
her computer worked. Pretty soon, I was wasting an hour a day
generating this flimflam, just feeding the hacker.

Zeke Hanson of the National Computer Security Center
helped with these bogus files. I knew nothing about military
ranks, so he gave me a few hints.

“The military’s just like any other hierarchy. Up at the top,
there’s the flag officers. Generals. Below them are colonels, except
in the Navy, where there’s captains. Then there’s lieutenant
colonels, then majors and captains . . .”

Things are easier in grad school. Just call everyone with a tie
“Professor,” and anyone with a beard “Dean.” When in doubt;

just say “Doctor.”
Well, every couple days the hacker would log into my systemt

With no password.

:I:: Milnet would soon be controll
©IS. The hacker had found a parti
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iando;‘t:i:(jis t.he SDIN}-EIT files. If he had any doubts about the valid
tty. : Imf(')rmati.orn, he never showed it. In fact, he soon bega -
ryvlrw:]g‘l can ot% 1gto military computers using the account SDINE%Tn
- Myln ot? Some of these ersatz files described network link.
0 Mi et computers. I made sure they were crammed wi .
of jargon and technobabble. St
Still, feeding the hacker bai
ik ait wasn’t leading us to an ar
ib,;l\;e; {})frt;mi he ap;i;eared, we traced him all right, but I kepta:\::istt .
phone call saying, “He’s at the police stati _
5 police station now,”

me?i::ht?ﬁt the Germans had a suspect in mind, Mike Gibbons
R Germae U:E. attorney in Virginia. The FBI’s news was mixed:
N citizen is involved, extradition i i ;

i R S xtradition is unlikely, unless
Ses]:i)(r) ;I;e :;c}il c;f tl;le week, the hacker had returned for five more

b N hour or more. He checked into
' the Nav
dA::g co;:-Lputers, making sure that they still let him in Iy\e\raor::j
; T dw y they hadn’t closed their holes yet. Then hel played
round our laboratory computer, again checkin :
SDINET files. =
Perhaps he worried that

we knew he’d stolen S i

_aiz:com‘ltt:i .for he found yet another unused account at Z‘fitkaS
changed its password, and began using it for his hacking =

With all the high-powered computer folks in my department, T

. 0st a notice t i

i P 0 an electronic bul-
haCkebozgchi, or casually leak the story in a conversation. The
I still searched our system for words like "secun‘ty’; and

“hacker,” so he’d stumbl i
e mble onto this news and our bird would fly

The Germans had
had what 1 hoped
When he broke into
Cambridge, Massa
Vax, was as unprot

pron}ised a bust this weekend. The hacker
was his last fling on Thursday, January 22
a computer at Bolt, Beranak, and Newman n-:
cllucsietts. This computer, called the Butterfly-
ected as the rest: you just logged in as “guest,”
I'd h

eard of BBN—they had built the Milnet. In fact, most of
ed by their Butterfly comput-
cularly sensitive computer—if
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he planted the right kind of Trojan horse in this computer, he
might steal all the passwords that ever crossed the Milnet. For
this was where BBN developed their network software. |

Stealing passwords at Lawrence Berkeley Labs only gives you |
access to nearby computers. The place to booby-trap software is
where it’s distributed. Slip a logic bomb into the development
software; i1l be copied along with the valid programs and :
shipped to the rest of the country. A year later, your treacherous |
code will infest hundreds of computers.

The hacker understood this, but probably didn’t realize that
he’d stumbled into such a development system. He searched the
system and found one glaring security hole: the root account
needed no password. Anyone could log in as system manager
without so much as a challenge. Whoa!

Someone was sure to discover such an obvious hole, so he
wasted no time in exploiting it. He became system manager and
created a new, privileged account. Even if the original flaw was
discovered, he’d added a new backdoor into BBN'’s computer.

He created an account under the name Langman, with a pass-
word of “Bbnhack.” I understood the password, all right, but
why Langman? Could that be his real name? The German |
Bundespost won't tell me, but maybe the hacker himself did.
What's the meaning of the name Langman?

No time to worry about it now. The hacker found a letter on
the BBN computer, saying, “Hi, Dick! You can use my account at
the University of Rochester. Log in as Thomas, with the password
‘trytedj’ . ..”

Tt didn’t take him fifteen seconds to reach into the Rochester

He then spent an hour reading information about inte-
a graduate student at
using an advanced

computer.
grated circuit designs. Apparently,
Rochester designed sub-micron circuits,
computer-controlled technique. The hacker started to grab every=
thing, including the programs.

I wouldn’t let him: this would be industrial espionage. Every
time he started to copy some interesting files, I jingled my key®
on the wires. He could look, but he’d better not touch. Finally, at

5:30, he gave up.
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g W-a i
N S lt

someone’s name?
Aah—there’s a way to'fi
. y to'find out. Look it u
Maggle Morley, our librarian, couldn’t find ap
dlrectf)ry, so she ordered one. A week later
Maggie delivered the Deutschen Bundesp;
number seventeen, covering Ortsnetz and
beg\ztamp on the side, “Funk-Taxi, 3811.”
tl ; ‘
tourigzt ;u?sefrese:ted a dlry, geographic Hannover, Ang th
Ol s stp(})1 e of a historic, scenic city, nestled alon. the
- but the phone book, well, h 's A0
. . ; , here’s the city: i
;:::Z; izh;;z:ibnc stores, a few dozen autohaus:smg!;e;he .
: people . . . I spent an hour j iy il
' ‘Peple Just paging thr
L\rlg\;tiozafaes, 1:;14agu-;mg a whole different wogdgThgere :«'25; 1 ‘thte
g, Langhardt, L i ei o
A v o angheim, and Langheinecke, but not
St i
X E\;zn‘/\;}n-te relay_ed a message from Germany. The Ger
e homg their homework. Apparently, when the hmins
g gv:;ai tl};e C}i]erman police had printed out that p?corf;
. ally, they figured out who was i
i s invol j
pleﬁsi t;)lfet(h;er the web of phone calls centered on th‘;e}f;ézzt i
e a(;s ctiemllan authcrri.ties planning a simultaneous b:st?
i Ifis eil ita ong a chilling message: “This is not a beni :
L r1-iql e serious. The scope of the investigation is be'gn
ol br.e I:frt'y People are now working on this case Insteadm%
smith{}: al'ea mf into the apartments of one or two pe:ople locl(:
making keys to the houses of the hackers ar;d th-
g e

dEh: ”

in the phone book
Hamover telephone;
with suitable aplomp
ost Telefonbuch, issué
Hannover, with 5 rub-
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